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OIIPEJAEJIEHUSA

B nHacrosieM qoKyMeHTEe UCIIOJIb3YIOTCS CIEAYIOINE TEPMUHBI U UX ONPEIeICHUS.

ABTOMATH3HMPOBAHHAsI CHCTeMAa — CHCTEMa, COCTOsIlas M3 IMepcoHajla U KOMIUIEKca
CPEIICTB aBTOMATU3ALlUU €T0 ACSITEeIbHOCTH, pealn3yronias HHPOPMAIIMOHHYIO TEXHOJIOTHIO BBIMOJI-
HEHUS YCTAaHOBJICHHBIX (DYHKITHH.

AyTeHTHGUKALNSA OTHPABUTE/ISA JAHHBIX — MOJITBEPKIACHUE TOTO, YTO OTIPABUTEINb I10-
JyYEHHBIX TaHHBIX COOTBETCTBYET 3asBICHHOMY.

Be3onacHocTh MepPCOHAIBHBIX JAHHBIX — COCTOSIHUE 3alIUIIEHHOCTH MEPCOHABHBIX aH-
HBIX, XapaKTEPU3yeMOe CIIOCOOHOCTBIO MOJIL30BATENCH, TEXHUIECKUX CPEICTB U HH(DOPMAIIMOHHBIX
TEXHOJIOTUH 00€CTIeYnTh KOH(PHUICHIINATLHOCTD, [IEJIOCTHOCTh M JOCTYIMHOCTh NIEPCOHATBHBIX JIaH-
HBIX IIPU UX 00paboTKe B MHGOPMALIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JaHHBIX.

BioknpoBaHne nmepcoHANbHBIX JAHHBIX — BPEMEHHOE MpeKpalieHue coopa, cucreMaru-
3aIlM, HAKOIUICHMSI, MCIIOJB30BaHMUs, PACIIPOCTPAHECHHS MEPCOHATIBHBIX JAaHHBIX, B TOM YHCIIE HUX
nepeiavH.

Bupyc (kOoMIbIOTEpPHBIH, NPOrPAMMHBIN) — UCIIOJHIEMBIM NPOrPAMMHBIA KOJ WU WH-
TepIPETUPYEMbIil HAOOP MHCTPYKLUH, 00JaAat0MIuii CBOMCTBAMH HECAaHKIIMOHUPOBAHHOTO PacHpo-
CTpaHeHHsI U caMoBocnpousBeneHus. Co3anHble TyOJUKaThl KOMITBIOTEPHOTO BUpPYCa HE BCErjaa
COBMAJIAlOT C OPUTMHAIOM, HO COXPAHSIOT CIOCOOHOCTh K JalbHENIIEMY PACIPOCTPAHEHUIO U Ca-
MOBOCITPOU3BEICHUIO.

BpenonocHasi nporpamMmma — nporpaMma, npeaHa3HaueHHas NI OCYUIECTBJICHHUS HECaHK-
[IMOHUPOBAHHOTO OCTYNA U (MJIHM) BO3JACHCTBHS Ha NMEPCOHAIBHBIC TaHHBIE WM pecypchl nHpopma-
[IMOHHOW CUCTEMBI MIEPCOHANIBHBIX JTAHHBIX.

BcenomoraresibHbIe TEXHHYECKHE CPEACTBA M CHCTEMbI — TEXHUUECKHUE CPEJICTBA U CUCTE-
MBI, HE TIpeIHA3HAuEHHbIE IS Tepenadn, oOpaboTKU M XpaHEHHUs MePCOHATbHBIX JaHHBIX, YCTaHAaB-
JUBAaEMbI€ COBMECTHO C TEXHHMYECKHUMH CPEJCTBAMHM M CHCTEMaMH, MpeIHa3HAYeHHBIMH JIJisi 00pa-
OOTKM MEPCOHATBHBIX JTAHHBIX WM B MOMEIIEHUSX, B KOTOPBIX YCTaHOBJIEHBI MH(POPMAIIMOHHBIE CHUCTE-
MbI IEPCOHATIBHBIX JJAHHBIX.

JIocTynn B OIepalMioOHHYI0 cpely KOMIbIOTepa (MH(POPMANMOHHON CHCTEMbI NEPCOHAIBHBIX
JAAHHBIX) — TOJTyYeHUE BO3MOXKHOCTH 3aITyCKa Ha BBINOJHEHHE INTATHBIX KOMaHJI, (PYHKIIMH, TIPOIIETYp
OTIEPAIMOHHON CUCTEMBI (YHHUUTOXKEHUS, KOTIMPOBAHMS, TIEPEMEIICHHS M T.I1.), MCHOJHAEMBIX (aiiioB
MIPUKIIAHBIX TPOTPaMM.

JlocTyn K uH(popMAaImu — BO3MOKHOCTb ITOTYUeHHUs HHPOPMAIIUH 1 €€ UCTIOJb30BaHUS.

3aki1a104HO€e YCTPOICTBO — SIIEMEHT CPECTBA CheMa WH(OpPMAIH, CKPHITHO BHEAPSIEMBIH (3a-

KJ1a/IbIBA€MBII WM BHOCHMBIN) B MECTa BO3MOKHOTO cheMa MH(OpMAaIIiK (B TOM YHCIIE B OTpa’kK/IeHUe, KOH-



CTPYKLIMIO, 000pyI0BaHHUE, MPEAMETHI HHTEPbEPa, TPAHCHIOPTHBIE CPE/ICTBA, a TAKKE B TEXHUYECKUE CpPel-
CTBa M CUCTEMBI 00paboTKH UH(pOpMAIIHH).

3anmaemast uHpopmaimsi — HHGOpPMAIWS, SBILSIOIIAACS IPEIMETOM COOCTBEHHOCTH M TIOJIE-
JKallasi 3aIIuTe B COOTBETCTBUH C TPEOOBAHUSIMH MPABOBBIX JOKYMEHTOB WM TPEOOBAHUSMU, YCTAHABIINBA-
€MBbIMH COOCTBEHHUKOM MH(MOPMAIIHH.

HNnentudukanms — nprucBoeHUE CyObeKTaM U 00bEKTaM J0CTYyIa uaeHTH(UKaTopa U (W) cpas-
HEHHE MPEIbSBIIEMOro HIICHTU(UKATOPA C TIepeYHEM TPUCBOCHHBIX HACHTU()UKATOPOB.

HNudopMaTUBHBINA CUTHAJI — SJICKTPUUECKUE CUTHAIBI, aKyCTUYECKHE, HIICKTPOMArHUTHBIE U JIpY-
rve (pu3MYecKre Mo, o MapaMeTpaM KOTOPBhIX MOXET ObITh PacKpbITa KOH(HUICHIIMATbHAs HHPOpMAIIUS
(mepcoHaTBHBIC JaHHBIE) 0OpabaThIBacMast B TH(POPMAITMOHHOM CHCTEME TIEPCOHATIBHBIX JaHHBIX.

HNudopmanuonHas cucrema nepcoHajbHbIX JaHHbIX (MCIIIH) — nHpOpMaiOHHAs CH-
cTeMa, MpeJCTaBisiionasi co00il COBOKYIMHOCTh NMEPCOHATIBHBIX NTaHHBIX, COAEpKaIuXcs B 0asze
JaHHBIX, a TaKKe MHPOPMAIIMOHHBIX TEXHOJOTHH M TEXHUYECKUX CPEACTB, MO3BOJIAIOIIHUX OCY-
HIECTBIIATH 00pPa0OTKY TaKUX MEPCOHAIBHBIX JAHHBIX C MCIIOJIB30BAHUEM CPEJICTB aBTOMATH3AlUU
i 06€3 UCIOTIB30BAHUS TAKUX CPEICTB.

HNudopmanmontbie TeXHOJIOTHH — TPOIIECCHI, METObI TMOKCKa, cOopa, XpaHeHHs, 00paboTKH,
MPEIOCTABIICHHS, pacipocTpaHeHrsl MHAOPMAIMK U CHIOCOObI OCYIIECTBICHUS TaKUX MPOIECCOB U Me-
TOJIOB.

Hcnonb3oBaHue nmepcoHAJBHBIX JaHHBIX — JACHCTBUS (ONEpallii) ¢ IEPCOHATIbHBIMU J1aH-
HBIMH, COBEpPILIAEMbIE ONEPATOPOM B LIEJSAX MPUHSATHUS PEHICHUN WM COBEPILIEHUSI UHBIX JIEHCTBUH,
HOPOXKAAIOUINX IOPUINYECKHUE MOCIEACTBUS B OTHOLIEHUU CyOBEKTa MEePCOHAIBHBIX JAHHBIX WIN
Opyrux Jul au00 MHBIM 00pa3oM 3aTparuBarolIMX IpaBa U CBOOOJBI CYObEKTa MEPCOHATBHBIX
JAHHBIX WM IPYTUX JIUIL.

Hcrounuk yrpossl 6e3onacHocTi MH(pOpMaLMH — CyOBEKT JIOCTYIIA, MATEPUATBHBIA 00BEKT WIN
(r3HrUecKoe sIBIEHNE, SIBISIOIINECS IIPUYUHON BOSHUKHOBEHHS YTPO3bl 0€3011aCHOCTH UH(OPMAIIHH.

KonTposmpyemasi 30Ha — IpOCTPaHCTBO (TEPPUTOPHS, 30aHNE, YACTh 3aHUS], TOMEILIEHHE), B KOTO-
POM HCKITFOUEHO HEKOHTPOIIMPYEMOE MPeObIBaHNUE TIOCTOPOHHUX JIUL], @ TAKXKE TPAHCIIOPTHBIX, TEXHUYECKUX
Y UHBIX MAaTEPHATBHBIX CPEJICTB.

KonduaeHmaabHOCTh NepCOHATBHBIX JAHHBIX — 00s13aTelIbHOE ISl COOMIOJICHUSI OIIEpaTopoM
WM WHBIM TOTYYUBIIAM JIOCTYII K NIEPCOHAIBHBIM JTAHHBIM JIMIIOM TpeOOBaHHE HE JOIMYCKaTh X pacIpo-
cTpaHeHue 0e3 corytacks CyObeKTa MEPCOHATBHBIX JTAHHBIX MM HATMYMS MHOTO 3aKOHHOTO OCHOBAHMSI.

Me:xceTeBoil IKpaH — JIOKATHHOE (OHOKOMIIOHEHTHOE) WM (DYHKIIMOHAITLHO-PACTIPEACIICHHOE
IpOrpaMMHOE (IPOrPaMMHO-AMIIAPATHOE) CPEICTBO (KOMILIEKC), pealT3yIoliee KOHTPOJb 3a MH(pOpMAIIEH,
HoCTynaromniei B MHPOPMALIMOHHYIO CUCTEMY MEPCOHATBHBIX JAHHBIX U (MJIM) BBIXOAIIEH U3 nH(popMaIm-

OHHOM CHUCTEMBI.



Hapyumresib 6€30MacHOCTH NMEPCOHATBHBIX JAHHBIX — (PU3UUECKOE JIUIIO, CITyJaliHO WM TIPET-
HAMEPEHHO COBEPIIIAOIIEE JCHCTBHS, CIICCTBUEM KOTOPBIX SIBISICTCS HapyIIIeHHe OS30MaCHOCTH TIEPCOHATh-
HBIX JIAHHBIX MPU UX 00pabOTKe TEXHMYECKUMHU CPEACTBAMU B HH(POPMAIMOHHBIX CHCTEMaX TePCOHATBHBIX
JTAHHBIX.

HeaBToMaTuznpoBanHasi 00padoTKa NMepcoHAJbHBIX JaHHBIX — 00pabOTKa NepCcoHalb-
HBIX JAHHBIX, COJEPKAIMXCA B MHGOPMAIMOHHON CUCTEME MEPCOHAIBHBIX JAHHBIX JTHUOO H3BIIC-
YCHHBIX M3 TAKOH CUCTEMBI, CYMTACTCS OCYIIECTBICHHON 0€3 MCIIOIb30BAHMSI CPEJICTB aBTOMATH3a-
1uu (HEaBTOMATU3UPOBAHHOM), €CIIM TaKue JEHCTBUS ¢ MePCOHATLHBIMU JAHHBIMH, KaK HUCIOJb30-
BaHUe, yTOUHEHHUE, paclpOCTPaHEHNEe, YHUUYTOKEHUE TIEPCOHANIbHBIX JAHHBIX B OTHOIIEHUHU KaXI0-
ro U3 CyOBEKTOB MEPCOHANBHBIX JAHHBIX, OCYIIECTBISIFOTCS MPH HETOCPEICTBEHHOM Y4acTUU Ye-
JIOBEKA.

HenexiapupoBaHHble BO3MOKHOCTH — (DYHKIIOHAIBLHBIE BO3MOXKHOCTH CPEJICTB BBIYHCIIUTENb-
HOI{ TEXHUKH, HE OIMCAHHBIC WM HE COOTBETCTBYIOIINE OIMMMCAHHBIM B IOKYMEHTAIMH, TIPH UCIIOIb30BAHUH
KOTOPBIX BO3MOYKHO HapyIIeHHE KOH(DUICHIMAILHOCTH, JJOCTYITHOCTH MM IIEJIOCTHOCTH 00padaThiBacMOi
UH(pOPMAITHH.

HecaHKkiMoHMPOBaHHBIIH 10CTYN (HECAHKIMOHUPOBAHHbIE A€l CTBUSI) — JOCTYII K MH(OpMALIN
WM JefCTBUS ¢ MH(OpMAIIMEH, HapyIIaoIIie TpaBiiia pasrpaHU4eHus] JOCTYIA C UCTIOIb30BaHUEM IIITaT-
HBIX CPEJICTB, TPEAOCTABISICMbIX MH(POPMAITMOHHBIME CHCTEMaMH IIEPCOHATBLHBIX JTaHHBIX.

Hocurens nagopmanum — GU3HIeCKOe JIMIO WM MaTePHAILHBIA O0BEKT, B TOM YHCIE (U3IIe-
CKOe T10J1e, B KOTOPOM MH(pOpMAIIMs HAXOIUT CBOE OTPAKEHUE B BUJIE CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHHU-
YeCKUX PEIICHHUI U MPOIIECCOB, KOMMYECTBEHHBIX XapaKTePUCTUK (PU3NIECKUX BETHUHH.

O0e3IMYMBaHNe MEPCOHAIBHBIX JAHHBIX — JICUCTBHUS, B PE3yJIbTaTe KOTOPHIX HEBO3MOXK-
HO OIPENEIUTh MPUHAISKHOCTh IEPCOHABHBIX JaHHBIX KOHKPETHOMY CYOBEKTY MEpCOHATBHBIX
JAHHBIX.

O0pa0oTKa MepcOHAIbHBIX JAAHHBIX — JCHCTBUS (OMepalyu) C MEPCOHANTBHBIMU JTAHHBIMHU,
BKJTIOYast cOOp, CUCTEMAaTH3aIINIO, HAKOIUICHHE, XpaHEeHHe, YTOUHeHHE (OOHOBIICHHE, U3MEHEHHE), UCTIONb-
30BaHuE, paclpocTpaHeHue (B TOM YHMCIIE Mepeaavy), 00e3IMuMBaHue, OJIOKUPOBAHUE, YHUUTOXKECHHUE TIEP-
COHAJIbHBIX JAHHBIX.

OO0menocTynHble NepcoOHANbHbIE JaHHbIE — MTEPCOHATbHBIC JaHHBIE, JOCTYN HEOTpaHU-
YEHHOTO Kpyra JIMI K KOTOPBIM MPEAOCTaBJICH C COracus CyObeKTa MepCOHATbHBIX JAHHBIX WIH Ha
KOTOpPBIE B COOTBETCTBUU C (pefepaTbHBIMU 3aKOHAMHU HE PACIPOCTpaHsSIETCS TpeboBaHHE COOIIO-
JICHUST KOH(PUICHIINATBHOCTH.

Onepatop (MepcOHATBHBIX JAHHBIX) — TOCYJAPCTBEHHBIA OpraH, MYHHUIIMIAIBHBIA Opra,
IOpPUANYECKOe WM (PU3NUECKOe JIUII0, OpraHu3yoIIee U (WIM) OCYIIECTBISIONIEe 00PadOTKy MMepCoHAb-

HBIX TAHHBIX, a TAKKE OIMPEACIIAIOIINC LEIN 1 COACPKAHUEC O6pa6OTKI/I NEPCOHATIBHBIX TaHHBIX.



IlepexBat (MH(pOpMAaLMHU) — HETIPABOMEPHOE MOTydeHHE MH(GOPMAITUHN C HCIIOJIb30BaHHEM
TEXHUYECKOTO CPEJCTBA, OCYLIECTBISIONIET0 OOHApYKEHHE, TPHeM U 00paboTKy MH(OPMATUBHBIX
CHTHAJIOB.

IlepcoHanbHbIe AaHHBIE — Jt00ass MHpOpPMALUSA, OTHOCALIAsCA K OIpPENeICHHOMY WM
OIIpeIeTsIEMOMY Ha OCHOBAaHMM Takod MHpopMauuu (pu3ndeckoMy JHly (CyObEeKTY MEepCOHAIbHBIX
JAHHBIX ), B TOM YHCJE ero (haMuins, UMsi, OTYECTBO, I'OJ], MECSIL, J1aTa U MECTO POXKACHUS, aapec,
ceMeliHoe, ColMaNIbHOe, UMYIIECTBEHHOE IMOJIOKEeHHEe, 00pa3oBaHue, npodeccus, T0XO0bl, Apyras
nHpopmarnus.

ITo60o4HbIe 3/1eKTPOMAarHUTHbIE U3JIYyYeHUS] 1 HABOJAKH — 3JIEKTPOMAarHUTHbIE H3JIy4eHUSI
TEXHUYECKUX CPEACTB 00pabOTKH 3ammuiaeMoil HHPOPMaIK, BO3HUKAIOIINE KaK MOOOYHOE sIBIIE-
HUE W BBI3BAHHBIC AJIEKTPUYECKHUMHU CUTHAJIAMH, JACHCTBYIOUIMMH B MX JICKTPUYECKUX M MArHHUT-
HBIX LIEIISAX, @ TAKXKE IEKTPOMArHUTHbIE HABOAKH 3THX CUTHAJIOB Ha TOKONPOBOJAIINE JIMHUH, KOH-
CTPYKLIMHU U LENH TUTAHUS.

IMoauTHKA «YHCTOrO CTOJA» — KOMILJICKC OPTaHW3alMOHHBIX MEPOIPHUATHH, KOHTPOIUPY-
IOLUX OTCYTCTBHUE 3aIIMChIBAHUS Ha OyMaKHbIE HOCUTENH KJItouel U aTpuOyTOB AOCTyMa (aposieit)
U XpaHeHUs UX BOJIM3M OOBEKTOB JJOCTYIA.

IHonb3oBaTe/ b MHPOPMALMOHHON CHCTEMbI MEPCOHAIbHBIX JAHHBIX — JIUIO, YYacTBY-
fomiee B QyHKIIMOHMPOBAaHUN MH(POPMAIIMOHHON CHCTEMBI NEPCOHAIBHBIX AAHHBIX WA HCIOIb3Y-
IOIIEE PE3YNIbTATHI €€ ()YHKIIMOHUPOBAHHSI.

IIpaBuia pasrpaHM4eHust J0CTYNA — COBOKYITHOCTb IIPABUJI, PErIIaMEHTUPYIOIUX MpaBa
JIOCTYIa CyOBEKTOB JOCTYIA K 00bEKTaM JI0CTyIA.

IMporpaMmMHas 3aKjagKa — KOl IIPOTPaMMBbI, TIPETHAMEPEHHO BHECEHHBI B MPOTPaMMy C
[ENIBI0 OCYIIECTBHUTH YTEUKY, M3MEHUTH, OJIOKMPOBATH, YHHUTOXHUTH WH(OPMAIMIO WU YHUYTO-
XKHUTh U MOJU(PHUIHPOBAThH IPOrpaMMHOE o0ecreyeHre HH(HOPMAIIMOHHON CUCTEMBI IIEPCOHAIBHBIX
JAHHBIX U (M1K) OJOKHUPOBATh allnapaTHbIE CPE/ICTBA.

IIporpammMHoe (MporpaMMHO-MaTeMaTHYeCKOe) BO3/1eiiCTBHE — HECAaHKIIMOHUPOBAHHOE
BO3/ICHICTBHE Ha PECYpChl aBTOMAaTHU3WPOBAHHON MH()OPMAIIMOHHON CHCTEMBI, OCYIIECTBIISIEMOE C
UCII0JIb30BAaHUEM BPEIOHOCHBIX POTPAMM.

PackpbiTHE NepCOHATBHBIX JAHHBIX — YMBIIUIEHHOE WM CllyyailHOe HapylleHue KOH(U-
JICHIIMATbHOCTH TIEPCOHANBHBIX TaHHBIX.

PacnpocTtpaHeHue mepcOHAJbHBIX JAHHBIX — JICHCTBUS, HAlpaBICHHBIE HA Tepeaady
NIEPCOHANBHBIX JTAHHBIX OIpPEIeIEHHOMY Kpyry JHIl (Ilepeada MepCOHANbHBIX JaHHBIX) WIA Ha
03HAaKOMJICHHE C NIEPCOHATBHBIMH JIAaHHBIMU HEOIPAaHMUYEHHOT'O KPYra JIUII, B TOM 4Hcie 00Hapo0-

BAaHUC TCPCOHAJIBHBIX NAHHBIX B CPCACTBAX MacCoBOi I/IH(i)OpMaI_II/II/I, pa3sMCIICHUC B I/IH(I)OpMaI_II/I-



OHHO-TEJIEKOMMYHUKALIMOHHBIX CETAX WJIM IPEAOCTABICHUE JOCTyNa K MEPCOHAIBHBIM JAHHBIM
KaKUM-JTHOO WHBIM CITIOCOOOM.

Pecypc mH(pOPMALIMOHHOM CHCTEMbI — UMEHOBAaHHbBINA 3JIEMEHT CHCTEMHOIO, IPUKJIAJHOTO
WM almnapaTHoro odecrneueHus: GyHKIIMOHUPOBAHUS HH()OPMALIMOHHOM CUCTEMBL.

CrnenuajibHble KATETOPUHU NEPCOHATBHBIX JAHHBIX — [IEPCOHAIBHBIE JaHHBIE, KACAOIIU-
€csl PacoBOM, HAIMOHAIBHOUN MPUHAICKHOCTH, TOTUTUICCKUX B3TJISA0B, PETUTHO3HBIX WU (QUITO-
copckuX YOIKICHHIA, COCTOSHUS 3JOPOBbSI U HHTUMHOM JKU3HH CyOBEKTa IEPCOHABHBIX JaHHBIX.

CpencrBa BbIYMCIUTEIbHONH TEXHMKH — COBOKYITHOCTb IIPOIPAMMHBIX M TEXHUYECKUX 3JIEMEHTOB
cucTeM 00pabOTKH JAaHHBIX, CIIOCOOHBIX (PYHKIIMOHUPOBATH CAMOCTOSATEIHHO UM B COCTAaBE IPYTUX CH-
CTEM.

Cy0bekT 1ocryna (cy0beKT) — JIMLIO WK MPOLIECC, JEUCTBHIS KOTOPOTO PeriiaMeHTUPYIOTCS TIpa-
BUJIAaMU pa3rpaHUYEHUs 10CTYIIA.

TexHuuyeckuii KaHaJ yTedKH MHGOPMALMH — COBOKYTHOCTb HOCHTENS HH(MOpMAIMK (CpeacTBa
00paboTKH), PU3MUECKOI CPebl pacpOCTpaHeH!UsI HH)OPMATHBHOTO CUTHAIA M CPEIICTB, KOTOPHIMHU JIO-
ObIBaeTCs 3aruiaemMas HHhOpMAIIHs.

Texnnueckne cpeacrsa MH(POPMALMOHHONW CHCTeMbI NEPCOHAJIBHBIX JAHHBIX — CPEICTBA
BBIYUCIIUTEIILHON TEXHUKH, UH(OPMAIIOHHO-BBIUMCIUTEIIBHBIE KOMIUIEKCHI M CETH, CPEJICTBA U CHUCTEMBI
niepenaun, nprema u oopadorku [1/1H (cpencTBa 1 crcTEMBI 3ByKO3aNHCH, 3BYKOYCHIICHHSI, 3BYKOBOCTIPOH3-
BEJICHUS, [IEPETOBOPHBIE U TEJIEBU3MOHHBIE YCTPOMCTBA, CPEACTBA M3TOTOBJICHHUS, TUPAKUPOBAHUS JIOKY-
MEHTOB U JIPyrHe TEXHUUECKHE CpeaIcTBa 00pabOTKU peueBoid, rpadyeckom, BUeo- U OyKBeHHO-LI(POBOI
uH(pOpMAIMH ), TPOTPaAMMHBIE CPEZCTBA (OTIEpAIIOHHBIE CUCTEMBI, CHCTEMBI YIIPaBJIeHHs 0a3aMu JaHHBIX 1
T.I.), CPEACTBA 3ALLUTHI HHPOpMAIH, IPUMEHsIEMbIE B MUH(OPMAILIMOHHBIX CUCTEMAX.

Tpancrpanu4yHas nepeaayda nepcoHAJbHbIX JaHHBIX — Mepeada NEPCOHATBHBIX JaHHBIX
onepaTtopoMm yepe3 locymapcrtBeHHyro rpanunly Poccuiickoit denepauuu oprady BJIACTH HHO-
CTPaHHOTO roCcyJapcTBa, GU3NYECKOMY WIH IOPUANUYECKOMY JTUIy HHOCTPAHHOTO TOCYAapCTBa.

¥Yrpo3bl 6e30MacCHOCTH MEePCOHAIBHBIX JAHHBIX — COBOKYITHOCTb YCJIOBUM M (haKTOpPOB, CO3/ar0-
[IMX OIAaCHOCTh HECAHKLIMOHWPOBAHHOTO, B TOM YMCIIE CITy4aifHOro, J0CTYyIa K MEPCOHAIbHBIM JTaHHBIM,
pe3yNbTaTOM KOTOPOTO MOXKET CTaTh YHUYTOXKEHHE, W3MEHEHHe, ONOKMpOBaHME, KOMUPOBAaHUE, PAcCIIpo-
CTpaHEHHE MEPCOHATIBHBIX JaHHBIX, 4 TAKKE WHBIX HECAHKIIMOHUPOBAHHBIX JIEUCTBUI TIPU UX 00pabOTKE B
MH(DOPMAIIIOHHOM CHUCTEME MTEPCOHATIBHBIX JAHHBIX.

YHuUTOKEHUE NEPCOHAIBHBIX JAHHBIX — JCHUCTBUSA, B PE3YJIBTATE KOTOPHIX HEBO3MOYKHO BOC-
CTaHOBUTH COJIEPKaHUE MEPCOHATbHBIX JAHHBIX B MH(OOPMAIMOHHOM CUCTEME NTEPCOHATIbHBIX JAHHBIX WU B

PE3YILTATC KOTOPLIX YHUUTOXKAOTCA MAaTCPUAJIbHBIC HOCHUTCIIN IICPCOHAJIBHBIX JaHHBIX.



Yr1euka (3aummaemoil) MHGOPMAIMU MO0 TEXHUYECKHUM KAaHAJIAM — HEKOHTPOJIMPYEMOE pac-
MPOCTpaHEeHHE HHPOPMAITUK OT HOCHUTEIIS 3allUIaeMoi HHPOPMAIK Yepe3 (PU3NUECKYIO Cpemy 10 TeXHHU-
YECKOro CPeZICTBA, OCYLIECTBIIIONIETO TepexBaT HHHOPMAIIIH.

YS3BHUMOCTB — CITA0OCTh B CPEZICTBAX 3alllUTHI, KOTOPYIO MOYKHO WCIOJIB30BaTh Il HAPYIICHUS
CHCTEMBI WJIM CoJIepyKallieiicsl B Heil mH(opMarym.

LenocTHOCTh HH(POPMAIIMH — CIIOCOOHOCTH CPEICTBA BBIYUCIHUTEILHON TEXHUKH WM aBTOMATH-
3UPOBAHHOM CHCTEMBI 00ECTICYNBATh HEU3MEHHOCTh MH(OPMALIM B YCIIOBUSIX CITy4aifHOTO W/WIH TIpeIHa-

MEPEHHOTO HCKKEHUS (Pa3pyILICHHS ).



OBO3HAYEHHUSA U COKPALLIEHUSA

ABC — anTHBHpYCHBIE CpECTBA

APM — aBrOMaTH3MpOBaHHOE paboyee MECTo

BTCC — BcnomorareibHble TEXHUYECKHE CPEJICTBA U CUCTEMBI
WCTIa — nadopmarmmoHHas CCcTeMa IMePCOHATBHBIX JTAHHBIX
K3 — xonTponupyemas 30Ha

JIBC — nokanbHast BBIMMCIUTENbHAS CETh

MD — MexceTeBo FKpaH

HC/] — HecaHKIIMOHMPOBAHHBIN JJOCTYII

OC — onepatmoHHas cucrema

OV — o0pa3oBaTebHOE YUPEIKICHHE

[T/11 — nepcoHabHbIE JaHHBIE

IIMB — nporpaMMHO-MaTeMaTU4ECKOE BO3ICHCTBUE

I1O — mporpamMMHOe obecrieueHne

[IOMUH — noGouHbIe YeKTPOMArHUTHBIE U3ITY4eHHS U HABOIKU
CA3 — cucrema aHanu3a 3alIAIIEHHOCTH

C3U — cpencTBa 3amuTsl HHPOPMALUT

C3IIdu — cucteMa (moAcucTeMa) 3alUThl IEPCOHAIBHBIX JaHHbBIX
COB - cuctema 06Hapy>KeHUsI BTOPKEHUIN

TKYU — Texnndeckue KaHaibl yTeUKd HHOpMAIN

VYBI1/I1 — yrpo3bl 0€30MacHOCTH EPCOHATIBHBIX JTAHHBIX

AUB — AnvmunHncTparop nH(OpMaIMOHHON 0€3011acHOCTH



BBEJIEHUE

Hacrosmas [Tonutruka nadopmanmonHon 6e3onacHocTH (nanee — [lonuTuka)

nerckuit can Ne 98 (manee - OY) sBusiercst oduim-
AITbHBIM (HauMeHOBaHKEe 00PA30BATEIBHOTO YUPEKICHHS)
JOKYMECHTOM.

[TonuTuka paspaboTaHa B COOTBETCTBUH C LIENSMU, 3a/1a4aMH U MPUHIUIAMH 00eCreUeHUs
0€30I1aCHOCTH NIePCOHANBHBIX JTAaHHBIX, H3JI0KEeHHBIX B KoHuenmmu nHpopmarmonHoi 6e3omacHo-
ctu UCIT/Ia OVY.

[Tonutuka paspaboTaHa B COOTBETCTBUHU ¢ TpeOoBaHusMu DepepanbHOro 3aKoHa OT 27
utosig 2006 1. Ne 152-03 «O nepconanbHbIX maHHbIX» B [loctanoBnenus [IpasutensctBa PO ot
01.11.2012 No 1119
"OO6 yTBepXJIeHNU TPEOOBAHMM K 3allIUTE NMEPCOHAIBHBIX JaHHBIX MPU UX 00paboTke B MH(OpMa-
[MOHHBIX CUCTEMAaX MEPCOHATBHBIX JAHHBIX', HA OCHOBAHMH:

- «PexoMenganuii mo obecrneyeHno 0€30MaCHOCTU MEPCOHATIBHBIX JAHHBIX MPU UX 00pa-
0oTke B MH(MOPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JTAHHBIX», YTBEPKICHHBIX 3aMECTUTEIIEM JTH-
pexropa ®CTIK Poccum ot 15.02.2008 r.;

- «TunoBeIx TpeOOBaHMU O OpPraHU3AIMK U OOeCTeYeHHI0 (DYHKIIMOHUPOBaHUs MHDpPO-
BAIBHBIX (KPUNTOTpaUIecKrX) CPEACTB, MPeIHA3HAYCHHBIX /IS 3alIUThl HH(POPMAIH, HE COIep-
JKalllell CBEJEHUH, COCTAaBJLIOIIMX TOCYJAapCTBEHHYIO TallHy B Clyda€ HUX HCIOJb30BaHUSA Ul
obecrieyeHns 0€30MaCHOCTH MEPCOHATBHBIX JAaHHBIX MPU UX 00paboTKe B MH(OPMAIIMOHHBIX CH-
CTeMax IEPCOHAIBHBIX [AHHBIX», YTBEPXKACHHbIX pykoBoAacTBoM & Ilentpa PCbH Poccun
21.02.2008 T. Ne 149/6/6-662.

B Ilonutuke onpezaeneHsl TpeOOBaHUS K IEpCOHay, 3ajeiicTBoBaHHOMY B pabore ¢ MC-
[11a OVY, crenenb OTBETCTBEHHOCTH IEPCOHANA, CTPYKTYpa U HEOOXOIUMBIM yPOBEHB 3allHIICH-
HOCTH, CTaTyC M JIOJDKHOCTHbBIE 00513aHHOCTH COTPYIHUKOB, OTBETCTBEHHBIX 3a obecrieueHue 0es3-
OIACHOCTH NepcoHaibHbIX AaHHbIX B UCII/In OY.
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1. O0mue moJioKeHU s

Iennto HacTosmel [ToauTukm SBIsSeTCs oOecneueHe 0€30IacHOCTH 00BEeKTOB 3amuThl OY
OT BCEX BHUJIOB yIpo3, BHEITHUX W BHYTPEHHHUX, YMBINLIICHHBIX ¥ HEMPEIHAMEPECHHBIX, MUHUMH3a-
1y yiepoa oT BO3MOXKHOHU peanu3aiuu yrpo3 6e3onacHoctu [1/Ix (YBIIIH).

be3onacHOCTh TIEPCOHANBHBIX JTAaHHBIX JOCTHTACTCS IMYTEM HCKIIIOUCHHS HECAHKIIMOHHPO-
BaHHOTO, B TOM YHCIIe CIIy9allHOTO, JOCTyIa K MEPCOHATLHBIM IaHHBIM, PE3YJIIBTaTOM KOTOPOTO
MOJKET CTaTh YHHUYTOXKEHUE, U3MEHEHUE, OJIOKUPOBaHUE, KOMUPOBAHUE, PACIIPOCTPAHECHUE MEPCO-
HAJIBHBIX JIAHHBIX, a TAKXKE UHBIX HECAHKIIMOHUPOBAHHBIX JICHCTBUH.

Wudopmanus v CBA3aHHBIC C HEW PeCypChl TOJDKHBI OBITh TOCTYITHBI JIJIsl aBTOPU30BaHHBIX
noJsib3oBaresei. JIOMKHO OCYIIECTBISATHCS CBOCBPEMEHHOE OOHApY)KEHHWE M pearupoBaHHME Ha
YBIT/In.

JIOJKHO OCYIIECTBIISITBCS MTPEIOTBPAILEHHE MTPSTHAMEPCHHBIX WIIH CITYYaiHbBIX, YaCTHUHBIX
WJIX TIOJTHBIX HECAHKIIMOHUPOBAHHBIX MOIU(DUKAIIUI UM YHUYTOXKCHUS JaHHBIX.

CocTaB 00BEKTOB 3aIUTHI IPEICTABIICH B MIEPEYHE 3aIIUIIIACMON HHPOPMAITUH.

Cocras UCII/H nmoanexamux 3amure, npeacrasieH B OTueTe 0 pe3ysbTarax MpoBeIeHUs
BHYTPCHHEH MPOBEPKHU.

Ora Ilonutuka wHGOpPMAMOHHONW Oe30macHOCTH Oblla  yTBEPXKACHA JUPEKTOPOM

nerckuii cax Ne 98 U BBEIEHA B JIEHUCTBUE

(nanmenoBanue OY)

[Tpukazom Ne oT . .2014r.
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Приложение%206%20Перечень%20персональных%20данных,%20подлежащих%20защите.doc
Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc
Приложение%208%20Отчет%20о%20результатах%20проведения%20внутренней%20проверки.doc

2. O0JacTh aeiicTBUA

TpeboBanus Hacrosmei [lomuTuky pacrpoCTpaHsIOTCS Ha BceX cOTpyAHUKOB OV (mrat-
HBIX, BPEMEHHBIX, pa0OTAIOLIMX 110 KOHTPAKTY U T.I1.), @ TAKXKE BCEX MPOYUX JIUI — IIPe/ICTaBUTEICH
OpraHu3aluii, KOTOpble HaXOAATCS B JOTOBOPHBIX OTHOWIEHUSX ¢ OV (MOAPSAYMKH, ayAUTOPBl U

T.IL.).
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3. Cucrema 3alIUTHI NEPCOHATBHBIX TAHHBIX

Cucrema 3amuThl nepcoHanbHbIX AaHHbIX (C3IIIH) cTpouTCs HA OCHOBaHUU:

- Otuera o pe3ysbTaTax MpOBEICHUS BHYTPEHHEH MpOBEpKH (pa3zpabaThiBaeTcs UHAUBHUIY-

aJIBHO JIJIs1 00pa30BaTEIbLHOTO YUPEKIACHUA);
- Ilepeuns 3amuimaemMon nHGOpMAaIUu;

- Mogenu yrpo3 0e30MmacHOCTH MEePCOHANBHBIX JAaHHBIX (pa3padaThiBaeTCs MHAUBUAYAIBHO

JUIs1 00pa30BaTEILHOIO YUPEXKICHHS);

- TTonoxxeHus 0 pa3rpaHUYEeHUH MPaB JAOCTyNa K 00pabaThiBaeéMbIM EPCOHATBHBIM JaHHBIM

(PazpemuTenbHas cuctemMa 10CcTyna K IEPCOHAIbHBIM JJAHHBIM);

- PyxoBogsmux nokymenToB @CTOK n @Ch Poccum.
Ha ocHOBaHuU 3THX JOKYMEHTOB OIpeAeNnsieTcss HeoOXOMUMBIH ypoBeHb 3amuiieHHocTd [1/[x
kaxxoit UCIIIn OY. Ha ocHoBaHuM aHa/iM3a akTyalbHBIX YIpo3 oe3omacHoctu I1/IH, onucaH-
HOorO B Mogenu yrpo3 u Otdera o pe3ysbTarax MpOBEICHUsSI BHYTPEHHEW MPOBEPKH, JCIACTCS 3a-
KJIFOUEHHE O HEOOXOJMMOCTH MCIIOJIB30BAHMS TEXHMUECKUX CPEACTB U OpPraHU3AIMOHHBIX MEpPO-
npusaTuil 1 odbecrnieuenus 6e3omacHoctu I1/[H. BeiOpanHble HEOOXOAMMBIC MEPOIPUATHS OTpa-
)arotcs B [mane meponpusituii mo odecnedeHuto 3amuthl [T/1H.

Hns xaxnpoit MCII[IH momkeH OBITH COCTAaBJIEH CIHUCOK HCIOJB3YEMBIX TEXHHMYECKHX
CPEJICTB 3allIUTHI, a TAK)KE MPOTPAMMHOTO 0OECIIeUeHHsI, yuacTByoIIero B oopadotke [1J[n Ha Bcex

anementax UCIIx:
- APM nons3oBareneil.
- CepBepa nprIoKEHUH.
- CYB/I.
- I'panunst JIBC.

- Kanansl nepenaun B ceTu oOILIEro Mojb30BaHUs M (WJIM) MEXIYHApPOJAHOTO 0OMEeHa, ecliu
1o HuM nepenatorcs [1J1H.
B 3aBucumoctu ot ypoBHs 3amuiieHHocTd UCII/H u aktyanbasix yrpo3, C3II[IH moxer

BKJIIOYATh CICAYIOIMHNE TEXHUYCCKUEC CPCACTBA:
- AaHTUBUPYCHBIC CPCACTBA IJId pa60‘-II/IX CTAHILIMN MOJIb30BaTENICH U CCPBCPOB;

= CpCACTBA MCIKCETCBOT'O SKpAHUPOBAHUA;
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Приложение%2012%20План%20мероприятий%20по%20обеспечению%20защиты%20ПДн.doc

- cpeAcTBa Kpunrorpaduyeckoi 3amuThl MHPOPMALMK, MPHU Mepefade 3aluiaeMoil MH-
dbopmaruu o KaHaJIaM CBSI3H.

Takxe B CHUCOK JIOJDKHBI ObITh BKITIOYCHBI (DYHKIIUU 3aIUTHI, 00CCIICYNBAEMbIC IITATHBIMU
cpenctBamu obpabotku [1/IH omepanuoHHBIME cucTeMamu, NpukiIaaHbiM 110 U cnenmanbHBIME

KOMIUIEKCaMH, Peas3yIOLUMMU cpeAcTBa 3auThl. CHCcOK (QyHKUIMN 3alIUTHI MOXKET BKIIOYATh:
- YIpaBJIEHHE U pa3rpaHUuEHUe J0CTYIa MOJIb30BaTeNeiH;
- PEerucTpaIuio U y4eT JeHCTBUIA ¢ nH(pOopMaInei;
- obecrieyeHue 1eJTOCTHOCTH TaHHBIX;

- o0HapyXCHHUE BTOPIKESHUH.

CIucoK HCIIONIb3YEMbIX TEXHUYECKUX CPENICTB OoTpaxkaercs B [lmane meponpusaTuii mo odec-
MNEYCHUIO 3alllUThI MECPCOHAIBHBIX JAaHHBIX. Crucok HCIIOJIB3YCMBIX CPCACTB AOJDKCH HNOAACPKU-
BaThCsA B aKTyaJbHOM COCTOSHHH. [IpH M3MEHEHHH COCTaBa TEXHHYCCKUX CPEICTB 3aIUTHI WIIH
anemeHToB MCIIJIH, COOTBETCTBYIOIIME M3MEHEHUS JIOJDKHBI ObITh BHeCeHBbl B CIIHCOK M yTBEp-

)K1eHbl qupekTopoM OV Wiv JUI0M, OTBETCTBEHHBIM 3a oOecrieueHue 3amuthl [1/1H.
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4. TpeooBanus k noacucremam C3I1/In

C3I1u BKiIFOYaET B ceOs CACNYIOIINE MTOICUCTEMBI:
- YIpaBJICHUS JOCTYIIOM, PETHCTPALIUU U yUETa;

- obOecreyeHus LHEJIOCTHOCTH U JOCTYITHOCTH,

AHTUBUPYCHOMU 3aIIUTHI;
- MEXCETEBOr0 3KpaHUPOBAHUS,
- aHaNu3a 3alUIICHHOCTH;

- o0HapyKeHUS BTOP>KEHUM;

KpUNTOrpapuuecKon 3aIluThl.

[Toacuctemsr C3I1[IH uMeroT pa3nuuHyro (YHKIIMOHAIBLHOCTh B 3aBHCHMOCTH OT Kjacca
WCIIH, ompeneneHHoro B AkTe KiaccHpUKAUMK HH()OPMAIMOHHOW CHUCTEMBI IEPCOHAIBHBIX
naaHbIX. Crcok cooTBetcTBUs (hyHKImiA moacucreM C3I1/[H kinaccy 3alUIeHHOCTH MPEICTaBICH

B [Ipunoxenun 1.

4.1. IToacucremsl YHpaBJIC€HUA JOCTYIIOM, PErUCTPAllMM U YUY€Ta

[Toacucrema ynpaBiieHUs TOCTYIIOM, PETUCTPAIIMU U yueTa MpeHa3HaueHa Il peaau3aiuu

[ (13% 0110509 11)%:19112178
- UIeHTU(UKALNY U TIPOBEPKHU MOUIMHHOCTH CYOBEKTOB AocTymna npu Bxojae B UCTI/IH;

= I/I,Z[GHTI/I(bI/IKaI_II/II/I TEPMHHAJIOB, y3JIOB CC€THU, KaHAJIOB CBsA3H, BHCITHUX YCTPOﬁCTB 110 JIOTHu-

YCCKHUM UMCHaM;

- UIeHTU(UKALUKA [POrpaMM, TOMOB, KaTajoros, (aiiyioB, 3amucei, mosiel 3amuced Mo

HMCHaM;

- peructpanuu Bxoja (BbIX0Ja) CyObEKTOB JOCTyla B CUCTEMY (U3 CHUCTEMBI), JINOO peru-

CTpallMy 3arpy3KH U MHUIUAINW3AIMH ONIEPAallMOHHON CUCTEMBI U €€ OCTaHOBA.

- perucTpali MOIIBITOK JOCTYyIAa IMPOTrpaMMHLBIX CPCICTB (HpOFpaMM, nponeccoB, 3anadv,

3aJ]aHMif) K 3aIKIIaeMbIM ¢aitiam;

- perucTpanuu MOMbITOK JOCTYIa MPOrpaMMHBIX CPEACTB K TEpMHUHAJIaM, KaHajlaMm CBSI3H,
mporpaMmam, ToMam, Katajioram, ¢aiiaam, 3amucsm, oJsIM 3arucen.

[Toacucrema ympaBiaeHUsT AOCTYIIOM MOXET OBITh peali30BaHa C IOMOIIBIO INTATHBIX
cpenctB obopabotku [1JIn (omepammonnsix cuctem, npuioxkennit 1 CYBJl). Takke MoxeT ObITh
BHEJIPEHO CIIELMAIIBHOE TEXHUYECKOE CPEJICTBO WJIM MX KOMIUIEKC, OCYIIECTBIISIIOUIUN JOMOIHU-

TCJIbHBIC MCPHBI 10 aYTeHTI/I(I)I/IKaI_[I/II/I U KOHTPOJIIO. HaHpHMep, MNPUMCHCHUC CAWHBIX XPaHWJIHI]
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YUETHBIX 3alHCell MoJb30BaTeNIed M PErMCTPAllMOHHONW MH(OpMAalMH, HCIONIb30BaHHE OHMOMETPH-

YECKUX U TEXHUYECKUX (C IIOMOIIBIO AJIEKTPOHHBIX MPOITYCKOB) MEp ayTeHTU(DHUKAIINH U APYTUX.

4.2. Tloacucrema obecriedeHHs HEeJOCTHOCTH U JOCTYIHOCTH

[Toncucrema obecrieueHus: LEIOCTHOCTU U JOCTYITHOCTH MpeHa3HauYeHa g 00ecredeHUs
nenoctHocty U gocrynHoctu I1/1H, nporpammusix u annapatHeix cpencts MCIIAn OV, a takxke
CPEJICTB 3alUThl IPU CITYYAHON I HAMEPEHHON MOIU(PUKALINN.

[Toncucrema peanusyercs ¢ NOMOMIbIO OPraHU3AIMK PE3EPBHOTO KOMUPOBAHUS 00padaThi-

BAE€MbIX JIaHHBIX, & TAKXKE pe3epBUPOBaHUEM KITt0UeBBIX deMeHTOB MCII/IH.

4.3. TloacucreMa aHTUBHPYCHOI 3aIIMTHI
[Toncucrema aHTUBUPYCHOM 3alllMTHI MpeAHA3HAUEHA U1 0OecrieueHns aHTUBUPYCHOM 3a-
uuThl cepBepoB 1 APM nonw3oBateneit UCITu OV.

CpencTBa aHTUBHPYCHOM 3alUTHI PEeIHA3HAYEHBI AJIS pealIM3alluil CIeIYIOMUX QyHKIHI:
- PE3UIACHTHBIN AHTUBUPYCHBI MOHUTOPUHT;

- QHTUBHPYCHOE CKaHUPOBAHMUE;

- CKpHIT-0JIOKUPOBAHKE;

- [IEHTpaJIM30BaHHAs/yIalleHHAass YCTAHOBKA/IEUHCTAUISIUS AaHTUBUPYCHOTO TPOIYKTA,

HACTPOWKa, aIMUHUCTPUPOBAHHE, IPOCMOTP OTYETOB M CTATHCTHYECKOW MH(POpManuu 1o padore

IMPOAYKTA,
- aBTOMAaTU3UPOBAHHOC OOHOBJICHUE AHTUBUPYCHBIX 68.3;

- OrpaHHUYCHUC IIpaB IIOJIB30BATCIIA Ha OCTAHOBKY MHCIIOJIHACMBIX 3aJldd U HU3MCHCHUC

HACTPOCK aHTUBUPYCHOTO ITPOrpaMMHOT'0O 06CCHCHCHI/I${;

- aBTOMAaTHUYECKHUH 3aIlyCK cpa3y IOCIIE 3arpy3KH ONEPALMOHHON CUCTEMBI.
IToacucrema peain3yercst IyTeM BHEAPEHMS CIIEHHAIBHOIO aHTUBUPYCHOTO TPOTPAaMMHOTO

obecnieuenust Ha Bce aneMenTs UCII/IH.

4.4. TlomcucTeMa MeKCEeTEBOI0 IKPAHHPOBAHUS

[Toncucrema MeEXCETEBOTO SKpaHUPOBAHMS TMpEIHA3HAueHA UIS pPeai3alliy CIeTyIONIX
GbyHKIMI:

- UIBTpaIK OTKPHITOTO U 3alH(PpoBaHHOTO (3aKpbITOro) IP-Tpaduka mo pazaudHbIM Ma-
pameTrpawm;

- ¢uKcaluu BO BHYTPEHHUX >KypHajaX HH(QOPMAIMH O MPOXOMASAIIEM OTKPHITOM U 3aKpbI-

toM [P-Tpaduxe;
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- UIeHTU(UKAIUY U ayTeHTU(PUKALUU aJMHUHUCTPATOpa MEXCETEBOro SKpaHa MpH €ro Jio-
KaJIbHBIX 3alpocax Ha JOCTYII;
- peructpanuu BXxoja (BbIX0J1a) aIMUHUCTPATOPA MEKCETEBOr0 3KpaHa B CUCTEMY (M3 CHU-

CTEMBI) JINOO 3arpy3Ku U MHULMAIU3ALUN CUCTEMBI U €€ IPOrPaMMHOI0 OCTaHOBA,
- KOHTPOJIA LIEIOCTHOCTH CBOEH MPOrpaMMHOIN 1 MHPOPMALIMOHHON YacTH;

= (bl/IJ'IBTpaI_[I/II/I ITaK€TOB CJ'Iy>K€6HBIX IIPOTOKOJIOB, CIIyXXalllUX IJI1 JUWAarHOCTUKH U yIIpaBJIc-

HUS pabOTOMN CETEBBIX YCTPOKUCTB;

- GUIbTpaIK C YYETOM BXOJHOIO M BBIXOJHOTO CETEBOro MHTepdelica Kak cpeicTBa mpo-

BEPKU ITOJUIMHHOCTU CETEBBIX A/IPECOB;
- PEerucTpanyy U y4yera 3alpaliiBaeMbIX CEPBUCOB IIPUKIIAHOTO YPOBHS;
- OJIOKMPOBAHUS JIOCTYyIa HEHJICHTU(DUIIMPOBAHHOTO 00BEKTA MM CyOBEKTa, OUIMHHOCTh
KOTOPOTO MPH ayTEHTU(PHUKAIMA HE MTOATBEPINIACH, METOAAMHU, YCTOWYUBBIMHE K TIEPEXBaTYy;
- KOHTPOJIS 32 CETEBOW aKTUBHOCTBIO IPUIIOKEHUIN U OOHAPYKEHUS CETEBBIX aTaK.
IToacucrema peanu3yercss BHEAPEHUEM IIPOrPAMMHO-AIIIAPATHBIX KOMILJIEKCOB MEXCETEBO-

ro sKpaHupoBanus Ha rpanuie JIBC, kmaccoM He HIDKe 4.

4.5. Iloacucrema aHAIN3A 3aIMIIEHHOCTH

[Toncucrema aHain3a 3alIMILEHHOCTH JIOJKHA OOecreuyMBaTh BBISIBICHUS YSA3BHUMOCTEH,
cBsizaHHBIX ¢ ommOkamu B KoHpurypauuu 10 MCII[H, xoTopble MOTrYT OBITH HCIOJb30BaHbI
HapyLIUTEIeM Ul pealu3aluy aTaku Ha CUCTEMY.

@OYHKIMOHATBHOCTh MOJCUCTEMbBI MOXKET OBITh peair30BaHa MPOrpaMMHBIMU M IIPOTPAMM-

HO-alllapaTHbIMU CPCACTBAMMU.

4.6. Tlomcucrema oGHApY:KeHHUs BTOP KEHMUI

[Toncucrema oOHApYKEHUST BTOP)KEHUH JTOJDKHA 00€CTIeunBaTh BBISIBJICHHE CETEBBIX aTaK Ha
aneMenTsl UCIIJIH, NOAKIIOYEHHBIE K CETSIM OOIIEro Mojb30BaHus U (MJIM) MEXAYHApOAHOIO 00-
MEHa.

OYHKIMOHATBHOCTh OJCUCTEMBI MOXKET OBITh peali30BaHa MPOrpaMMHBIMH U IIPOrpaMM-

HO-alllmapaTHbIMU CPCACTBAMMU.

4.7. Tlopcucrema kpunrorpagpuyeckoii 3ammMTbI

[Toncucrema kpunrtorpaduyeckoil 3amuThl npegHasHaueHa Uit uckiaodenus HCJl k 3a-
muniaemoit napopmanuu B UCIIIn OV npu ee nepeaaye mo KaHajgaMm CBS3H ceTell 0OIIero Mojb-
30BaHMS U (MJTH) MEXITYHAPOTHOTO OOMEHa.

[Toncucrema peanu3yercs BHEIPEHHEM KpHUNTOrpaduyecKux MpOorpaMMHO-aNIapaTHIX

KOMIIJICKCOB.
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5. Hoab3oateaun UCIIAn

B Konuenmuu napopMarmoHHONH 0€30MaCHOCTH ONpEACTICHBl OCHOBHBIE KaTETOPUH TOJb-
3oBateneid. Ha ocHOBaHMM 3THX KaTeropuu JOKHA ObITh IPOM3BE/IeHA TUIIM3ALMSA MOJIb30BaTeIeh
UCII/H, onipenesneH ux ypoBeHb JOCTYIa U BO3MOKHOCTH.

B UCTIIn OY MO0XHO BBIJICAUTH CIASAYIOLINME IPYIIIHI MOJIb30BATENEH, yUaCTBYIOIIUX B 00-

pabotke u xpanenuu [1/1n:
- Anmunuctparop UCITdH;
- Aapmunuctpatop 6e3onacHocta UCII/IH;
- Oneparop APM;
- AJIMUHHUCTpPATOp CETH;
- Texuuueckuii crienuamncT Mo 0O6CIy>KUBaHUIO MEPUPEPUIHOTO 000PYIOBAHUS;

- IIporpammuct-pazpadorunk UCII/IH.
JlanHble O rpymnmax MoJib30BaTelsX, YPOBHE UX AOCTyNa M MH(MOPMHUPOBAHHOCTH HOJKEH
OBITH OTpakeH B [loy0’keHUU O pa3rpaHUYCHUU MPaB JIOCTyIa K 00pabaThIBaeMbIM ITEPCOHATBLHBIM

JAHHBIM.

5.1. Aamuuucrparop UCII/In

Anmunuctpatop UCII/IH - corpynauk OV, OTBETCTBEHHBIH 3a HAaCTPOMKY, BHEIPEHUE U
conpoBoxaenue MCII/n. OGecnieurnBaer pyHKIIMOHUPOBAHUE MOJICUCTEMBI YIIPABIEHUS JOCTYIIOM
NCII/IH 1 ynoJHOMOYEH OCYLIECTBIIATH NPENOCTABICHUE U PAa3TpaHUYEHUE JOCTYNIa KOHEYHOIO
nojb3oBarens (oneparopa APM) k anemMeHTaM, XpaHsIIUM epCOHAIbHbIE JaHHBIE.

Anmunuctpatop MCII/IH ob6nanaeT ciaenyromuM ypoBHEM OCTYTa U 3HAHUM:

- obnajgaeT nojaHOW MH(pOpMalKeld 0 CUCTEMHOM U IPUKIAJHOM IpPOrpaMMHOM obecrieye-
nuu UCTTH;

- obnajaeT noMHOM MHpopMaIeil 0 TeXHnYeckuX cpeactBax u konpurypanuu UCI1H;

- UMEeeT JOCTYN KO BCEM TEXHHYECKHUM cpelcTBaM OOpabOTKM MH(POPMALUU U JaHHBIM
NCIIn;

- 00na1aeT npaBaMM KOH(UTI'YpPUPOBaHHMS W aJMUHUCTPATHBHOM HACTPOMKHM TEXHMYECKHX

cpeacts UCIT/IH.
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5.2. AaMMHHCTPATOP 0€30NACHOCTH

AnmuHuCTpaTop 6e3omacHOCTH - cOTpyaAHUK OV, OTBETCTBEHHBIN 32 (YHKIIMOHUPOBAHUE
C3I1/IH, BKIIFOYast OOCITYy)KMBaHHE W HACTPOWKY aJIMHUHHCTPATUBHOM, CEPBEPHOM M KIMEHTCKOU
KOMITOHEHT.

AnMuHHECTpaTOp 6€30MacHOCTH 00JIa1aeT CIEAYIOIINUM YPOBHEM JOCTYIIA U 3HAHUI:
- obnamaet npaBamu Aamunuctpatopa UCIdH;
- obnamaet nonHoi nHpopmanueit 06 UCII/H;

- UMEET JIOCTYI K CPEeICTBAM 3alUThl MH()OPMAIIMH U MPOTOKOIMPOBAHUS U K YACTH KITIO-

yeBbIX nemeHToB UCII/IH;

- HEe UMEeT IpaB J0CTyNa K KOH(GUIYPUPOBAHUIO TEXHUYECKUX CPEJICTB CETH 3a MCKIIIOYe-
HUEM KOHTPOJIbHBIX (MHCIIEKLIMOHHBIX ).

AnmuHHCTpaTOp 0€30MaCHOCTH YIIOJIHOMOYEH:

- peanu30BBIBATH MOJIUTUKY O€30MaCHOCTH B YaCTU HACTPOMKHU CHCTEMBI KOHTPOJIS 3aIUThI
undopmarmu (CK3U), MeKCeTEeBBIX IKPAHOB M CHCTEM OOHAPYKEHUsI aTaK, B COOTBETCTBHH C KO-
TOpsIMU TOJb30BaTeNb (Oneparop APM) nonydaer BO3MOXHOCTh paboTath ¢ snemeHtamu MC-
I11H;

- OCYILECTBJIATH AYAUT CPEACTB 3aLLUTHI;

- YCTaHaBJIMBaTh JOBEPUTEIbHbIE OTHOIIECHUS CBOEH 3aILMIIEHHONW CETU C CETAMU JPYTuX

MOJpa3IeICHHM.

5.3. Omepatop APM

Omneparop APM - cotpynnuk OV, ocymectsustonmii 06padorky [1JJn. O6pabotka I1/1n
BKJIIOUYAET: BO3MOKHOCTH npocMmoTpa [1/1H, pyunoii BBox [1/11 B cuctemy UCIIJIH, dopmupoBanue
CIIpaBOK U 0T4eTOB 1o MHpopmaruu, nonydeHHoi uz UCIIJu. Onepatop HEe UMeEET MOJHOMOYHI
JUTSL yIIpaBJieHus nojcuctemMamu oopadotku nqanueix u C3I1/1H.

Omnepatop UCII/IH obnanaer cieayronmM ypoBHEM JOCTYIa U 3HaHUI:

- 0051a/1aeT BCeMH HEOOXOUMBIMH aTpuOyTaMu (Hampumep, naposem), o0ecrneunBaroMMu

JIOCTYII K HEKOTOpOMY noaMHOxecTBY I1/1H;

- pacmoojaracTt KOH(i)I/IJIeHHI/IaJ'IBHI)IMI/I JaHHBIMHU, K KOTOPBIM UMCET JOCTYII.

5.4. AIMMHHCTpPATOP ceTH

AJMHMHHUCTpPATOp CeTH - cOTpyAHUK OY, OTBETCTBEHHBIH 3a (QYHKIMOHUPOBAHHE TEIEKOM-
MyHUKanMoHHOM noacucreMmsl UCITJ[H. ATMHUHHCTpATOp CETH HE MMEET NOJHOMOYMM IS yIIpaB-
JIEHUS TTOACCTEMaMHu 00paOOTKH JTAHHBIX M 0€30MMaCHOCTH.

AJMUHUCTPATOP CETH 00J1aAaET CIEIYIOIIMM YPOBHEM JOCTYIA U 3HAHUM!
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- o0nagaeT yacThio HH(POPMAIIUK O CUCTEMHOM U MPUKIIATHOM IIPOTrPAaMMHOM 00€CTICUeHUN
NCIIH;
- 0051a1aeT yacThio HH(GOPMAIIMK O TEXHUYECKUX cpeacTBax U koHpurypauuu UCI/1H;

- uMeeT (PU3MYECKH JJOCTYI K TEXHUYECKUM CpecTBaM 00paboTKu WH(GOpMAIMK U CPe/I-
CTBaM 3alHTHI;

- 3HAET, [10 MEHbILIEH Mepe, OJTHO JIETaJIbHOE UMS JOCTYIIA.

5.5. TexHuyeckuii cnenuaJucT N0 00CTY:KUBAHUIO NepHpepuiiHOro 000py10BaHUA

TexHuueckuii cnenuamict no oocayxuBanuio - corpyaauk OV (wmm UCIIH), ocymecTs-
JSIOIUK  00CITy)KMBaHHE M HAcTpoiiky mnepudepuiinoro obopynoBanus WMCII/Ix. Texnundeckuii
CHEIHMANIMCT 10 00CTyKUBAaHUIO HE UMeeT AocTymna K [1J[H, He uMeeT nmoMHOMOUNH Ui yIpaBiIeHUsS
MoJIcuCTeMaMH 00pabOTKH JTaHHBIX M 0€30IaCHOCTH.

TexHUYEeCKUi CHEUalUCT M0 OOCIYKMBAHUIO O0JIAaeT CIEAYIOIIMM YPOBHEM JOCTYyIMa U
3HaHMI:

- 00Jy1a/1aeT YacThio MHPOPMAITMN O CUCTEMHOM U IPUKJIAHOM ITPOrPaMMHOM O0€CIIeYCHUN
NCIIn;

- o0majgaeT yacThio HHGOPMAIIUU O TEXHUYECKUX cpencTBax u koHpurypanuu UCIT/IH;

- 3HAET, 110 MEHbILIEH Mepe, OJTHO JIETaJIbHOE UMS JOCTYIIA.
5.6. TMporpammuct-paspadoruux UCII/In

[TporpaMMuCTbI-pa3pabOTUUKH (IIOCTABIIUKHN) MPUKIATHOIO NPOrPaMMHOI0 oOecrieuyeHus
o0ecreynBaroT €ro CONpoBOXKJIEHHE Ha 3amuiaeMomM oObekTe. K naHHOMN rpymme Moryt OTHO-
CUTBCS Kak coTpyIHUKH OV, Tak U COTPYAHUKU CTOPOHHUX OpraHU3aluil.

JIuuo s>ToM Kareropuu:

- obnagaer uHpopmalueit 06 anrroputTmax U nporpammax o0padotku mHpopmanuu B MC-
1w

- 0071a/1aeT BO3MOXHOCTSIMM BHECEHUS OLIMOOK, HEeJIEKIapUpOBaHHBIX BO3MOYKHOCTEH, Mpo-
IPaMMHBIX 3aKJIaJI0K, BPEZOHOCHBIX MporpaMm B nporpammuoe obecneuenne MCIIJIx Ha ctanuu ee
pa3paboTKH, BHEIPEHUS U COTIPOBOXKICHMS;

- MOXKET pacroiararh JroosMu (parmeHTamMu nHGopMmanuu o Tomojorun UCIIIn u Tex-

HUYECKHUX CpencTBax 00paboTku u 3amuThl [1JH, o6pabaTeiBaembix B UCIIIH.
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6. TpeOoBaHus K mepcoHATY N0 o0ecneyeHn o 3amuThI [1/{H

Bce corpynnuku OV, sBiswommuecs nosb3oBatensmu MCITJIH, DoMKHBI 4eTKO 3HATh U
CTPOTO BBINOJHATH YCTAaHOBJICHHBIE MPaBUIa M OOSI3aHHOCTH IO JIOCTYIY K 3alllMIIaeMbIM OObEK-
TaM U COOJIIOJICHUIO IPUHATOr0 peskuma 6ezonacHoctu I1/1H.

[Tpu BcTymiieHUU B JOJKHOCTH HOBOI'O COTPYAHHMKA HETOCPEICTBEHHBIM HAualbHUK MOJ-
paszieneHus, B KOTOpOe MOCTYIaeT COTPYAHUK, 00s3aH OpraHU30BaTh €r0 O3HAKOMJICHHE C JIOJIXK-
HOCTHOW MHCTPYKLMEH M HEOOXOIMMBIMHU JOKYMEHTaMH, PErIaMEHTHPYIOLUMH TpeOOBaHMsS 110
zamure [1/[H, a Takke 00ydeHre HaBbIKaM BBIITOJIHEHUS POLEAYP, HEOOXOAUMBIX JJIsl CAHKLIMOHU-
poBanHOTO0 ucnosnb3zoBanus UCIIH.

CoTpyAHUK JODKEH ObITh O3HAKOMJIEH CO CBEIEHUSAMHU HacTosiued [loauThku, IpUHATHIX
npouenyp padotsl ¢ anementamu MUCIIu u C3I11H.

Cotpynnuku OY, ncnosb3yrole TEXHUYECKHe CpelICTBa ayTeHTU(UKALIUY, TOJDKHBI 00ec-
NIEYNBATh COXPAaHHOCTh UACHTU(PHUKATOPOB (JIEKTPOHHBIX Kitoueil) u He nomyckarb HC/I k HuM, a
TaK ’k€ BO3MOYKHOCTb MX YTEpU WJIM UCIIOJIb30BAHUS TpeTbuMU Junamu. Iloas3oBaTenu HecyT nep-
COHAJIbHYIO OTBETCTBEHHOCTh 3@ COXPAaHHOCTb UAECHTU(PHKATOPOB.

Corpynauku OV HOKHBI CI€I0BaTh YCTAHOBJIEHHBIM IIPOLEAYpaM MOANEPKAHUS PEKUMA
6e3onacuoctu 10 mpu BEIOOpE M MCIIOJIB30BAHHUHU TTAPOJICH (€CIIM He UCIOIb3YIOTCS TEXHUYECKHE
CpeAcTBa ayTeHTH(UKALINN).

Cotpynauku OY nomkHbl o0ecrieyuBaTh HaJIeKALIYIO 3alUTy 000pyA0BaHUs, OCTaBJse-
Moro 0e3 MpUCMOTpa, OCOOEHHO B T€X ClIydasiX, KOI/la B MOMEIIEHNE UMEIOT JOCTYI MOCTOPOHHUE
muna. Bee nonb3oBaTenu JOMKHBI 3HAaTh TpeboBaHus o 6e3omacHocTy [1JIH 1 mponeaypb! 3aiuTh
000py1I0BaHUs, OCTABJIEHHOTO 0€3 MPUCMOTPA, a TAKKE CBOU 00sI3aHHOCTH 10 00ECTICUCHHUIO TaKOU
3aIlUTHL.

CoTpynHHKaM 3ampeniaeTcss yCTaHABIMBATh IOCTOPOHHEE IPOrpaMMHOE olecreueHue,
MOJIKJIIOYATh JIMYHbIE MOOMIIbHBIE YCTPOWCTBA M HOCUTENU MH(OpPMAINK, a TaK ke 3aluchiBaTh Ha
HUX 3alUIIaeMyr0 HHHOPMAITHIO.

CoTpynHuKaM 3arpelnaercs pasriiauarh 3aliMiaeMyro MH(QOpMaIHio, KOTopas cTaja UM
U3BECTHA MU paboTe ¢ nH(popMaMOHHBIMU cucTteMamMu OV, TpeTbUM JIMLIAM.

[Tpu padote ¢ I1/Jn B UCII[IH cotpyauuku OV 00s3aHbl 00€CHIEUNTh OTCYTCTBHUE BO3MOXK-
HocTH npocMoTpa [1/IH Tperbumu muuamu ¢ MOHUTOPOB APM mnu TepMUHAIIOB.

[Tpu 3aBepuienuu padotel ¢ UCIIJIH coTpyaauku 00s3anb! 3auTHTh APM 1 TepMuHaist
C TIOMOIIBIO OJIOKUPOBKU KIIFOYOM MIJIM SKBHBAJEHTHOT'O CPEICTBA KOHTPOJIS, HAIPUMED, 1OCTYIIOM
10 TIAPOJII0, €CIIM HE UCTIONIb3YIOTCS 00Jiee CHIIbHBIE CPEJICTBA 3AIUTHI.

Cotpyanuku OV 1oyxHBI ObITH TPOMHPOPMHUPOBAHEI 00 yrpo3ax HapyILIeHHUs pekuMma 6e3-

OITaCHOCTH HI[H U OTBCTCTBCHHOCTHU 3a €TI0 HApYHICHHC. Ounu JOJIXKHBI OBITH O3HAKOMIJIEHEI C
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YTBEP)KICHHOU (OPMaJTbHOMN MPOIIEAYPON HAIOKEHUS TUCIUILTMHAPHBIX B3BICKAHUHM HA COTPYAHU-
KOB, KOTOPBIC HAPYIIUIN MPUHSATHIC TOJUTUKY U MIpoLieypsl Oe3omacuoctu [1/1H.

CotpyaHuKHU 00s13aHBI 6€3 TPOMEJICHUsT cO00maTh 000 BCeX HAOIIOAAEMBIX WIH TOJI03PH-
TenbHbIX ciaydasx padotel MCII/H, Morymmx moBiedb 3a coOoi yrpo3sl Oezomacnoctu I1/H, a
TaK)Ke O BBIABICEHHBIX UMM COOBITHSIX, 3aTparuBatoniux oesomnacHocts [1/[H, pykoBoacTBY moapas-

JIeTICHHsI U JIMIY, OTBEYAOIIEMY 32 HEMEJIEHHOE pearnpoBaHue Ha yrpo3sl 6e3onacHocTH [1/1H.
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7.  JloxHOCTHBIE 00s13aHHOCTH NoJab3oBaTeneid UCIIn

JomxHoctHbIe 00s13aHHOCTH TTonb30Baresei MCII/H onucanbl B CIEAYIOMNX JOKYMEHTAX:
- Uuctpyknus agmuauctparopa 6ezonacHocta MCI/IH;

- Nuctpykius nons3oarens UCI/H;

- MHCeTpyKIMs 10J1b30BaTENs IPU BO3SHUKHOBEHUM BHEIITATHBIX CUTYallUM.

- MHCTpyKIMs MO OpraHu3aliy MapobHOM 3aIlUTHI.
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8. OtBercTBeHHOCTH cOTpyAHNKOB UCIIH

B cootBercTBuu co cT. 24 DenepanbHoro 3akoHa Poccuiickoit @deneparuu ot 27 utonst 2006
r. No 152-®3 «O mepcoHaabHBIX JaHHBIX)» JIMIIa, BAHOBHBIC B HApPYIICHUH TPEOOBAHHWH JaHHOTO
®denepanbHOro 3aKOHA, HECYT IPaXKIAHCKYIO, YTOJIOBHYIO, aIMUHUCTPATUBHYIO, JUCIHUILIMHAPHYIO
Y MHYIO IIPEYCMOTPEHHYIO 3aKOHOAATENILCTBOM Poccuiickon denepanii OTBETCTBEHHOCTb.

JeiicTBytomee 3aK0HOAATENbCTBO PD MO3BOJSET MPEABSBIATh TPEOOBAHUS IO oOecrede-
HUIO 0e30MacHOi paboThl ¢ 3amuinaeMoil nHpopmanme U npeaycMaTpuBaeT OTBETCTBEHHOCTD 32
HapylIEHUE YCTAaHOBJIEHHBIX MpaBUJl JKcILTyatanuu OBM u cucreM, HenpaBOMEpHBIM JOCTyH K
UHOPMALIUHU, €CIH 3TU JACUCTBUS MPUBEIU K YHHUTOXKCHHIO, OJIOKUPOBAHHUIO, MOAU(DUKAIIIN HH-
dbopMaruu wim HapyleHuto padotel DBM miu cereii (cratbu 272,273 u 274 YK PO).

Anmunuctparop UCII/In u anmMuHuCcTpaTop 0€30MaCHOCTH HECYT OTBETCTBEHHOCTH 32 BCE
JICCTBHUSI, COBEPILIECHHbIE OT UMEHU MX YYETHBIX 3alMCEl UM CUCTEMHBIX YYETHBIX 3alUCEl, eCiu
HE JT0Ka3aH (pakT HECAaHKIIMOHUPOBAHHOTO UCTIOIBb30BAHUS YICTHBIX 3aIHUCEH.

[Tpu napymenusx corpyanukamu OV - nmonb3oBatensmu MCIIH npaBui, cBsI3aHHBIX C
6e3omacHocThio I1/[H, OHM HECyT OTBETCTBEHHOCTb, YCTAHOBJICHHYIO ICHCTBYIOIIUM 3aKOHOJa-
TenbcTBOM Poccuiickoit denepaiuu.

[lpuBeneHHbie BbIIe TPEOOBAHWS HOPMATHBHBIX JOKYMEHTOB IO 3allUTe WH(GOpMAIHUU
JOJDKHBI OBITh OoTpaskeHbl B [lonmoxenusx o moxapaszzaeneHusx OV, OCYIIECTBISIONIMX 00pabOTKy
[1/Tn 8 UCII/IH 1 TOJKHOCTHBIX MHCTPYKIUAX COTpYyAHUKOB OVY.

Heo6xonumo BHectH B Ilonoxenus o noapazaenenusx OV, ocylecTBIAIONMX 00paboTKy
[11u 8 UCIIH cBenenus 00 OTBETCTBEHHOCTH X PYKOBOJUTENEH U COTPYIHUKOB 32 pa3riiallleHue
Y HECAaHKLMOHUPOBAHHYIO MoauuKalnio (McKaxkeHue, ¢panscudukanuto) [1/1H, a Taxke 3a Henpa-

BOMCPHOC BMCIIATCIILCTBO B IPOLECCCHI UX aBTOMaTHSHpOBaHHOﬁ O6pa6OTKI/I.
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9. Chnmcok ucnojb30BaHHBIX HCTOYHHKOB

OCHOBHBIMH HOPMAaTHBHO-TIPABOBBIMU U METOJIMYECKUMHU JOKYMEHTAMH, Ha KOTOPBIX 0a3H-
pyertcs Hactosiee [lonoxenue, SBIAOTCS:

1. ®enepanbubiii 3akoH oT 27.07.2006 1. Ne 152-D3 «O nepcoHaNbHBIX JaHHBIX» (lajee —
@3 «O nepcoHaNbHBIX JAaHHBIX»), YCTAaHABIMBAOLINI OCHOBHBIE IIPUHIIMIIBI U YCIOBUS 00pabOTKH
[1/1H, mpaBa, 00s3aHHOCTH M OTBETCTBEHHOCTh YUYaCTHUKOB OTHOIICHUH, CB3aHHBIX ¢ 00paboTKON
I[]1x.

2. IlocranoBneHue [IpaBuTenbcTBa P® oT 01.11.2012 No 1119
«O0 yTBepkIeHHH TPeOOBAaHUI K 3alIUTE MEPCOHAIBHBIX JAHHBIX MPU X 00paboTke B MHPOpMa-
LIMOHHBIX CUCTEMAX MEPCOHANBHBIX JaHHBIX).

3. «Ilopsapok npoBeneHus Kiaaccu(pukauy HHGOPMALIMOHHBIX CUCTEM IEPCOHAIBHBIX JaH-
HBIX», yTBepxkaeHHbI coBMecTHBIM [Ipukazom ®CTIK Poccun Ne 55, ®Ch Poccun Ne 86 u Mu-
HuHpOpMeBs3u PO Ne 20 ot 13.02.2008 T.

4. «ITomoxxeHne 00 OCOOCHHOCTSAX 00pPabOTKH TEPCOHANBHBIX JTAHHBIX, OCYIICCTBIISIEMOI
0e3 MCII0JIb30BaHMsI CPEJCTB aBTOMATU3aLuuy, yTBepxkaeHHoe [locraHoBnenueMm IlpaButenbcTBa
P® ot 15.09.2008 r. Ne 687.

5. «TpeboBaHusl K MaTepUATBHBIM HOCHTEISIM OMOMETPUYECKUX NMEPCOHANBHBIX TaHHBIX U
TEXHOJIOTUSIM XPAaHEHUsI TAaKWUX JaHHBIX BHE WH(POPMAIMOHHBIX CHCTEM IEPCOHANBHBIX TaHHBIX),
yrBepxkaeHHble [loctanoBnenuem IlpaButenscta PO ot 06.07.2008 r. No 512.

6. HopmatuBHO-MeTOMUecKue AOKyMEHThl dDenepanbHONU CIyKObl 1O TEXHHYECKOMY M
sKcnepTHOMY KoHTpoto Poccuiickoit denepannu (nanee - ®CTIOK Poccun) no obecnievennro 6e3-
onacHoctH [1JIn npu ux o6padotke B UCIIH:

7. PexomeHanuu no oOecredeHnto 0e30MacHOCTH MEepCOHANbHBIX JaHHBIX MpPHU UX o0pa-
060TKe B MH(POPMALMOHHBIX CUCTEMAaxX MEPCOHANBHBIX JaHHBIX, YTB. 3aM. qupekropa PCTIK Poc-
cun 15.02.08 r. (J{1st ciry»ke0HOr0 MOIb30BaHMA).

8. OCHOBHBIE MEPOTPHUATHS IO OPTaHU3ALNU U TEXHHUECKOMY 00ECIIeYeHNI0 0€301TacHOCTH
NEePCOHAIBHBIX JaHHbIX, 00pabaThiBaéMbIX B MH()OPMAIIMOHHBIX CHCTEMaX MEePCOHAIbHBIX aHHBIX,
y1B. 3aM. nupekropa @CTIOK Poccun 15.02.08 r. (s cayxkeOHOro Mojab30BaHus).

9. bazoBas Mozens yrpo3 0€30MacHOCTH MEePCOHANBHBIX JaHHBIX TPU UX 00pabOTKe B WH-
(dbopMaIMOHHBIX cHUCTEMaX MEPCOHATBHBIX AaHHBIX, YTB. 3aM. Aupekropa ®CTIK Poccun 15.02.08
r. (s cimy)xeb6HOT0 Moap30BaHms).

10. MeToauka orpeJieieHus! akTyaJbHBIX YIpo3 0€30MaCHOCTH NEPCOHANBHBIX JAHHBIX MPH
ux o0paboTke B HMH(OPMAIIMOHHBIX CHUCTEMax MEPCOHAJBHBIX JAHHBIX, YTB. 3aM. TUPEKTOpa

OCTOK Poccun 15.02.08 T. (s CITy’KeOHOTO MOJIb30BAHUS ).
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9¢

HpI/IJ'IO)KeHI/Ie 1 . Knaccudukarms UCITJu (CornacHo yTpaTHBIIEMY CHIIy mocTaHoBieHuo [Ipasutenscrsa Poccniickoit deneparuu ot 17
HOs10pst 2007 . N 781 «O06 yrBepx)aeHuu [lonoxenus 06 odbecneueHnn 0€301MaCHOCTH EPCOHANILHBIX JIAHHBIX MPH UX 00pab0oTKe B MH(POPMAIIMOHHBIX
CUCTEMAaX NEPCOHAIBHBIX JaHHBIX» U AeHcTBYOIMM JokyMeHTaM OCTIK)

No [Inan - mepeyeHb TEXHUYECKUX MEPOIPUATHHI TTO 00ECIIEYCHU IO 0€30IMacCHOCTH NCITn knacca | UCIIn knacca | UCIT[IH kmacca
NCIIA K3 K2 K1
| B noacucreme yrpapiieHUs1 JOCTYIIOM:
PeanuzoBaTh HIeHTU(UKALUIO U TPOBEPKY MOMTUHHOCTH CYOBEKTOB JIOCTYIIA TIPH
1 BXxojie B onepanuoHHyto cuctemy MCII/{H no maposnto ycnoBHO-TIOCTOSHHOTO J€i- + + +
CTBUSI, IJTMHOW HE MEHEE 1IEeCTH OYKBEHHO-IIU(DPOBBIX CUMBOJIOB;
Peanu3oBaTh HIeHTU(DUKALINIO TEPMUHATIOB, TEXHHYECKUX CpeAcTB 00padoTku [1/1H,
2 y310B UCIIJIH, KOMIIbIOTEPOB, KaHAIOB CBs3H, BHEIIHUX ycTpoiicTB MCII/IH no nx - + +
JIOTUYECKUM MUMEHaM (azpecam, HoMepam);
3 Peg.J'II/ISOBan; UACHTU(DUKAINIO TIPOTPaMM, TOMOB, KaTajioros, (aiisios, 3anucei, mo- i + +
JIeW 3anrCcel Mo UMEHAM;
4 PeanuzoBaTh KOHTPOJB AOCTYNA CyOBEKTOB K 3aIUIIIAEMBIM PECYPCaM B COOTBET- i + +
CTBUHU C MaTpUIEH JOCTyNa;
npu Hammuny noakmouerns UCI/IH k ceTsim 001iero noias30Banus A0DKHO npuMe- | He Hioke 5-ro | He Hike 4-ro | He Himke 3-To
5 HATHCSI MEXKCETEBOE SKPAHUPOBAHHUE. YPOBHS 3alli- | YpPOBHS 3allU- | YPOBHS 3allu-
IEHHOCTH IEHHOCTH HIEHHOCTH
s obecriedenns 6ezonacHoro MexcereBoro B3aumoseiictsus B UCIIIn ms pas- He numxe 5-ro He amxe 4-ro He auxe 3-1o
6 HBIX KJIACCOB HEOOXOJIMMO HCIIOIB30BaTh MO YpOBHSI YpOBHSI YpOBHSI
3aI[MIIEHHOCTH | 3AIMIIEHHOCTH | 3alUIIEHHOCTH
I CpencTBo 3anuThl OT TPOrpaMMHO-MaTeMaTindeckux Bo3aeicTeuii (IIMB):
Peanu3zoBarh UIEHTU(PUKAUIO U ayTEHTU(PUKALUIO CYyOBEKTOB I0CTYIA MPU BXOJIE B
CPEIICTBO 3aIUTHI OT MPOTrpaMMHO-MaTeMaTruueckux Bo3zaeiicTeuii (IIMB) u nepen
1 BBITIOJTHEHHEM MIMH JIFOOBIX OTepaIidii 1o yrnpaBieHu0 (PyHKIIUIMU CPEACTBA 3all1- + + +

Tb1 0T [IMB 1o naposto (ni1m ¢ UCIosib30BaHUEM MHOTO MEXaHU3Ma ayTeHTH(HKa-
I[UH1) YCIIOBHO-TIOCTOSIHHOTO JIEUCTBUS JUIMHOM HE MeHee 1eCTH OyKBEHHO-




LZ

U (POBBIX CHMBOJIOB;

OcCyIIecTBISITh KOHTPOJIb JIIOOBIX ACUCTBHI CyOBEKTOB JIOCTYIIA IO YIIPABICHHUIO
GyHKIUSAME cpeacTBa 3amuThl oT [IMB TobKO 1MOCIIe TPOBECHHS €ro YCIESITHON
ayTeHTU(UKAIINH;

Hpe,I[YCMOTpeTB MCXaHHU3MBI 6J'IOKI/IpOBaHI/I$I AO0CTYIIa K CPEACTBAM 3allIUTHI OT IIMB
IIPU BBITOJHCHUH YCTAHABJIMBACMOI'0 YK CJIa HCYJAUHbIX ITOIIBITOK BBOAA ITAPOJIA;

Heob6xonuMo mpoBouTh HIeHTUGUKALNIO (DAiIOB, KATAJIOTOB, MPOTPAMMHBIX MO-
JlyJiel, BHEIIHUX YCTPOMCTB, UCIOJIb3YEMbIX CpelICTB 3aluThl oT [IMB;

B IMOJACUCTEME PETUCTPAIIUN 1 YICTA:

OcymiecTBIATh perucTpanmio BXxoa (BbIxo1a) Cy0ObeKkTa Jo0CTyna B cucteMmy (13 cu-
CTEMBI), TNOO PEruCTPAUIO 3arPy3KH M MHUIUATU3AINN ONEPAIMOHHON CHCTEMBI U
€e IIPOrpaMMHOr0 OCTaHOBA. Perucrpanus BbIX0Ja U3 CUCTEMBI WIM OCTAaHOBA HE
IIPOBOAMTCS B MOMEHTHI annapaTypHoro oTkiatouenust UCII/In. B mapamerpax peru-
CTpalMM yKa3bIBaIOTCS J1aTa U BpeMs BXoJia (BbIX0J1a) CyObEeKTa JOCTYIa B CUCTEMY
(U3 cucTeMbl) WM 3arpy3Ku (OCTaHOBA) CUCTEMBI;

[TpoBOIUTH yueT Bcex 3alUIaeMblX HocUTeNnel HH(POpPMaIIUN ¢ TOMOIIBIO UX JIFOOOH
MapKUPOBKH U C 3aHECEHUEM YUETHBIX JaHHBIX B )KypHal (YUETHYIO KapTOUKY);

[TpoBOAUTH pErucTpalMio BXOAa/BBIX0Ia CYOBEKTOB JOCTYIA B CPEACTBO 3alIUTHI OT
IIMB, peructpanmio 3arpy3kd 1 HHAIHAIN3ALUU 3TOr0 CPEACTBA U €€ IIPOIPaMMHO-
ro OCTaHOBa. B mapamMeTpax perucTpaiuu yka3plBaeTcs BpeMs U JlaTa BX0Ja/BbIX0/1a
cyOBeKTa nocTyna B cpenctBo 3amuThl oT [IMB wmm 3arpy3ku/octanoBa 3Toro cpe-
CTBA, a TAaKXKe UACHTU(UKATOP CYOBEKTa JOCTYIA, MHUIIUUPOBABIIETO TAaHHBIC JCH-
CTBUS,
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[IpoBoIUTH perucTpanuio coObITHI poBepkH 1 oOHapyxeHus [IMB. B nmapamerpax
pEerUCTpaIMy yKa3bIBAIOTCS BpPEMs M JjaTa IpoBepku win oOHapyxenus [IMB, nnen-
TudUKaTop cyOBeKTa AOCTYIa, MHUIIMHUPOBABIIETO JaHHBIE JCHCTBUS, XapaKTep BbI-
MOJTHSEMBIX ACUCTBHI MO MPOBEPKE, THIT 0OHAPYKEHHON BPEJOHOCHOM ITPOrpaMMbl
(BIT), pe3ynbTat AeiCTBUI CpeACTBA 3alTUTHI 110 OsiokupoBanuio [IMB;

[IpoBoIUTH perucTpainio COObITHI MO BHEAPEHUIO B CpeACcTBO 3auuThl oT [IMB na-
KEeTOB OOHOBJIEHUH. B mapameTpax perucrpanuu yka3bplBalOTCs BpeMs U 1ata OOHOB-
JICHUS, UJCHTU(PUKATOP CYOBEKTa TOCTyIa, MHUIIMMPOBABILIETO JAHHOE JICHCTBUE
BepCHsl U KOHTPOJIbHAs CyMMa MaKeTa OOHOBIICHUS;

[TpoBoANTH perucTpaIiio COOBITHIH 3aIyCKa/3aBepIICHUs pPaOOThl MOTyJIeH CpeICTBA
zamuThl 0T [IMB. B mapamerpax perucrpannu yka3slBaloTcs BpeMs U J1aTa 3aIryc-
Ka/3aBepIeHus paboThl, HACHTU(HUKATOP MOAYIISA, HISHTH(PHUKATOP CyObEKTa T0CTY-
na, MTHUIMHUPOBABILETO JTAHHOE JICHCTBUE, PE3yIbTAT 3aIlyCcKa/3aBepuIeHNUs] pabOThI;

JIOJKHA MPOBOAMTHCS PErUCTpaLiUs COOBITHI yIIpaBlieHHUs CyOBEKTOM J10CTyIa
¢yHKMsAMH cpeacTBa 3amuTel oT [IIMB. B nmapamerpax perucrpanuu yka3blBatoTCs
BpeMs U JlaTa COOBITUS YIIpaBIEHUs KaKA0H QyHKIUEH, HACHTUDUKATODP U CIIEeLU-
dukanyst GyHKIIH, ©ASHTHPHUKATOP CyObEKTa JOCTYNa, MHUIIMAPOBABIIETO JAHHOE
JIECTBHE, PE3YJILTAT IECHCTBUS;

[TpoBOAMTH perucTpanmio COObITUIN MOMBITOK JOCTYIA MPOrPaMMHBIX CPEJICTB K MO-
IyJsiM cpeacTsa 3amuThl oT [IMB win cnenuansHeiM noBymikaM. B napamerpax pe-
TUCTpAIlMU YKa3bIBAIOTCSI BPEMS U J1aTa MOMbBITKU AOCTYIA, UASHTU(UKATOP MOAYIIS,
UJAECHTUPHUKATOP U crienuUKaIys Moy cpeacTBa 3amuTel oT [IMB (cnenuansHOM
JIOBYIIKH), PE3yJIbTaT MOMNBITKU JIOCTYNA;

[TpoBoAMTH perucTpanuo coObITHI OTKaTa As cpencTa 3ammtel oT [IMB. B napa-
MeTpax PerucTpaluy YKa3bIBalOTCS BPEMsI U JlaTa COOBITHS OTKaTa, CreruuKaIus
NeiCTBUI OTKaTa, UIeHTUPUKATOP CYOBEKTa TOCTYIa, HHUIIMUPOBABIIIETO TAHHOE
JIEUCTBUE, PE3YIbTAT ICUCTBUS;

10

ObecneunTh 3aUTy JAHHBIX PETUCTPAIMU OT UX YHUUTOXKEHUS MM MOAU(DUKALUU
HapyIIUTETIEM;

11

Peann3oBaTh MEXaHM3MbI COXPAaHEHUS JaHHBIX PETUCTPALMU B ClIydae COKpalleHUs
OTBEJEHHBIX ITOJ] HUX PECYPCOB;
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12

PeanuzoBaTh MeXaHM3MBbI IPOCMOTPA U aHAJIM3A JAHHBIX PETHCTPAIMK U UX (PUITb-
TpaLuH 110 33JaHHOMY HabOpy apaMeTpoB;

13

[TpoBOIUTH aBTOMAaTHYECKUI HETIPEPBIBHBII MOHUTOPHHT COOBITHIA, KOTOPBIE MOT'YT
ABIATHCS NpUUUHON peanuzanun [IMB (co3znanue, penaktupoBaHue, 3alUCh, KOMITH-
JSIMst 00BEKTOB, KOTOpbIe MOTYT coaepkath BII).

14

PeanuzoBarh MexaHN3M aBTOMAaTHYECKOTO aHaJIN3a JAHHBIX PETUCTPALUU MO m1abdio-
HaM THIOBBIX TposiBiieHui [IMB ¢ aBTomMaTHueckuM UxX OJOKHMPOBAHUEM H YBEIOM-
JICHHEM aIMUHUCTpaTopa 0€30MacHOCTH;

15

[TpoBOANTH HECKOIBKO BUOB y4eTa (AyOIMPYIOMINX) C perrucTpalieil Bpiaun (pH-
eMa) HocUTeJe nHpopMaInu;

16

Ocy1ecTBISATh PErUCTPAIIO BX0Oa (BbIX0a) CYyOBEKTOB IOCTYIA B CUCTEMY (U3 CH-
CTEMBI), TUOO PETUCTPAIUS 3arPY3KH U MHUITUATH3AINH OTICPAIlMOHHON CHCTEMBI.

17

OcCymiecTBISTh PETUCTPAIMIO BBIIaYH MEYAaTHBIX (Tpa@UUecKuX) JOKyMEHTOB Ha
«TBEpIyIO» KOMHI0. B mapamerpax perucrpanun ykas3blBatoTcs (1aTa U BpeMsl Bblaa-
yn (0OpalieHus K MoJcucTeMe BbIBOJA), crielu(puKalys yCTPpOWCTBA BbIIAYU — JIOTHU-
4yecKkoe UMs (HOMep) BHELIHETO YCTPOICTBa, KpaTKoe cosiepkaHue (HaMMEHOBaHHUE,
BUJ, K(p, KOJ) U YPOBEHb KOHPHUACHIUATBHOCTH TOKYMEHTA, UACHTU(PHUKATOP
CcyObeKTa 10CTyNa, 3alIPOCUBILET0 TOKYMEHT;

18

OcCyHIeCTBIISITh PETUCTPAIUIO 3aITycKa (3aBEpIICHUS) TIPOrPaMM M MPOIECCOB (3aa-
HUH, 3a71a4), IpeHa3HAYCHHBIX JJ1s1 00pabOTKH 3amuinaemMsix (aiinos. B mapamer-
pax perucTpanyy yka3bIBaloTCs AaTa U BpeMs 3amycka, uMs (UeHTUu(duKaTop) npo-
rpamMMmBl (TIporecca, 3a1aHus), HACHTUDHUKATOP CyOBbEKTa JOCTYIa, 3alIPOCUBILETO
nporpaMmmy (IIpoLecc, 3a1aHne), pe3ysIbTaT 3amycka (yCHelHbIi, HeyCIenIHbIA — He-
CaHKIIMOHHPOBAHHBIH),

19

OCyIECTBISITh PETUCTPAIIMIO MOIBITOK JOCTYITa TPOTPAMMHEBIX CPEJICTB (TIpOrpamm,
MIPOIIECCOB, 3aJ1a4, 3aJJaHui) K 3amuiaecMbiM (aiinam. B mapamerpax perucrpamnuu
YKa3bIBAIOTCS JaTa U BPeMs TOIBITKH JIOCTYIIA K 3aluinaeMomy (Gaiiny ¢ ykazaHuem
ee pesynbTara (yCrelrHasi, HeycrenrHas — HeCaHKIIMOHUPOBaHHAs ), UACHTHU(PHUKATOP
cyOBeKTa ocTyma, crenuuKaus 3amun@aemMoro dainmna;
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20

OCyIIeCTBIISTh PETUCTPALUIO MTONBITOK JIOCTYIIA IPOTPAMMHBIX CPEJCTB K CIEAYIO-
MM JIOTOJHUTEIBHBIM 3alIMIAeMbIM 00BEKTaM JOCTYIA: TEPMHUHAIAM, KOMITbIOTE-
pam, y3iam cetr MCII/{H, muaMsIM (KaHajgaMm) CBSI3HM, BHEIIIHUM YCTPOMCTBAM KOM-
IBIOTEPOB, IPOrpaMMaM, TOMaM, KaTtauoram, (aitinam, 3anucsaM, MoJsM 3anucei. B
rapameTpax perucTpalry yKa3blBarOTCs JaTa U BpeMs NOMBITKU JOCTYyINA K 3allXIIa-
eMoMy OOBEKTY C YKa3aHUEM ee pe3ysibraTa (yCHemHas, HeyClenHas — HECaHKIHO-
HUPOBaHHAas), UIEHTU(PUKATOP CYObEeKTa T0CTyNa, crienu(pUKaIs 3aUIaeMOTr0
00BEKTa — JJOTHYECKOE UMs (HOMED);

21

[TpoBOIUTH yueT Bcex 3alUIaeMblX HOCUTENEH HH(POPMAIIUHU ¢ IOMOILBIO UX Map-
KHPOBKH U C 3aHECEHUEM YUYETHBIX JIaHHBIX B XKYypHaJl (YUETHYIO KapTOUKY);

22

OcymiecTBIATh OUUCTKY (0OHYJIeHHE, 00e3TMUMBaHIE) OCBOOOXKIaeMbIX 0o0acTei
OTIEpPAaTUBHOM NMaMsITH KOMITBIOTEPOB ¥ BHEITHUX HaKonuTese. OuncTka ocyIecTB-
JSIETCS OTHOKPATHOW TMPOU3BOJIBLHOM 3aIMCHI0 B OCBOOOXKIaEMYIO 00JIaCTh TTaMSITH,
paHee UCIIOIb30BaHHYIO ISl XPAaHEeHUS 3aIMIIaeMBbIX TaHHBIX ((aiioB, HHPpOpMa-
LK),

B noacucreMe obecrieueHUs EITOCTHOCTH

O06ecneunTh LETOCTHOCTD MPOrPaMMHBIX cpeicTB 3auThl B coctaBe C3I1/1H, a Tak-
K€ HEM3MEHHOCTb IIPOrpaMMHON cpeibl. [Ipr 3TOM LIETOCTHOCTD CPENCTB 3aAIUTHI
MIPOBEPSIETCS MPU 3arPy3Ke CUCTEMBI 110 HATMYUIO UMEH (MICHTU(PUKATOPOB) KOMITO-
HeHT C3I1/IH, 1eT0CTHOCTh MPOrpaMMHOIl cpelibl 00ecrieynBaeTCsi OTCYTCTBUEM B
WCTI/In cpencts pa3pabOTKH U OTIAAKU NPOTpamm;

OcymectBiaTh ¢puznyeckyto oxpany UCII/IH (ycTpoiicTB u HOocuTenel uapopma-
1[UM), IpelyCMaTPUBAIOLIYI0 KOHTPOJIb AocTyma B nomenieHus: MCII /11 noctopos-
HUX JIALI, HAJTMYUE HAIEKHBIX NIPEMATCTBUM I HECAHKIIMOHUPOBAHHOIO IIPOHUKHO-
BeHus B nomenieHust MCIIJIH u xpanunuie HocuTened nHdopmanuu;

[TpoBoauTh nepuonnveckoe trectupoanue pynkuuit C3I1AH npu u3MeHEeHNH npo-
rpammHoOM cpensl U nnepcoHana MCII/IH ¢ mnoMonipro TecT-nporpamm, UMUTHPYFOIINX
nonbiTk HC/I;

JIOJIKHBI OBITH B HAIMYKMHK cpenicTBa BocctanoBieHust C3I1/[H, npeaycmaTpuBaromue
BEJICHUE JIBYX KOMUI MPOTPaMMHBIX CPEJICTB 3aIUTHI HHPOPMALIUH, UX TTEPUOANYE-
CKO€ 0OHOBJIEHHE U KOHTPOJIb paO0OTOCITIOCOOHOCTH;
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[TpoBOIUTH MPOBEPKY MEIOCTHOCTH MOJYJIeH cpeacTBa 3amuThl oT [IMB, Heo6xo-

) JUMBIX ISl €r0 KOPPEKTHOTO (PYHKIMOHUPOBAHUS, IPU €T0 3arpy3Ke ¢ UCIOJIb30Ba-
HUEM KOHTPOJIBHBIX CYMM;
ObecneunTh BO3MOKHOCTH BOCCTAHOBJIEHUS cpezcTBa 3amuThl oT [IMB, npexycmar-
6 pHUBaronias BEACHUE ABYX KOIMI POrpaMMHOI0 CPEICTB 3aLIMThI, €r0 MEpUOIuYC-
CKOe 0OHOBJICHHE U KOHTPOJIb pab0TOCTIOCOOHOCTH;
PeannzoBaTh MEXaHU3MBbI IPOBEPKH LIEIOCTHOCTU MTAKETOB OOHOBJICHUH Cpe/icTBa
7 3amuTsl OT [IMB ¢ ucnosib30BaHuEM KOHTPOJIBHBIX CYMM;
[TpoBoauTh pesepBHOE KonupoBanue I1/IH Ha oTUyX1aeMble HOCUTENN HHPOPMALIUH;
8
V B noacucreme aHTUBUPYCHOW 3alUTHI:
IIpoBoauTH aBTOMATUUYECKYIO ITpOBEepKY Ha Hanuuue BII wnu nocneacreuii [IMB
1 npu umnopre B UCII/IH Bcex mporpaMMHBIX MOJtyJiel (MIPUKJIaJAHbIX IPOrpaMM), KO-
TOpbIE MOT'YT cozepkaTh BII, mo ux TUNOBBIM 11a0JI0HAM U C TOMOILBIO IBPUCTHYE-
CKOI'0 aHAJIN3a;
PeannzoBaTh MEXaHU3MBI ABTOMAaTHYECKOI0 OJIOKHpOBaHMs 0OHapykeHHbIX BII my-
2 TEM UX yJaJCHUSA U3 IPOrPaMMHBIX MOJYJIEH UM YHUUTOXKCHUS;
PerynsipHo BBIOTHATH (IIpU TIepBOM 3amycke cpeacTs 3amuThl [1/H ot IIMB u ¢
3 yCTaHaBJIMBAaEMOM NMEPUOJIUYHOCTHIO) MPOBEPKa Ha IpeaMeT Hanuus B HUX BIL;
JlomxHa nHUIMUpoBaThes aBToMarnyeckas nposepka MCII/IH Ha npenMer Hannuus
4 BII npu BeisiBnenuu ¢axra [IMB;
Peann3oBaTh MEXaHU3M OTKAaTa Ul YCTAHABIMBAEMOIO YUCIIA ONEPALMN YIAICHNS
5 BII u3 onepatnBHON WM TOCTOSIHHOW MaMSTH, U3 IPOrPaMMHBIX MOJIYJIEN U MPH-
KJIaJHBIX [TPOrpaMM WJIM IIPOrPaMMHBIX CPEICTB, coaepkammx Bl
6 HononuurensrHo B UCII/IH nomkeH npoBOAUTECS HENPEPBIBHBIA aBTOMAaTUYECKHUN
MOHUTOPHHT HH(OPMAITMOHHOTO 0OMEHA C BHEIITHEH CeThIO C 11e1bl0 BbisiBieHUs BII.
VI KonTpons orcyrereus H/IB B 110 C31
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Jlis mporpaMMHOro o0ecreueHts, UCIoIb3yeMOoro Ipu 3amute uapopmarnuu B UC-
[T1= (cpencts 3amuTsl nHGOpMauu — C3, B TOM 4uciie ¥ BCTPOCHHBIX B 00IECH-
CTEMHOE M MPUKJIAJHOE Tporpammuoe obecniedenue — [10), moimkeH ObITh 0OecTieueH
COOTBETCTBYIOILIUI ypPOBEHb KOHTPOJIs oTcyTcTBUs B HEM H/IB (He nexnapupoBas-
HBIX BO3MOKHOCTEH).

VIl

Oo6napyxenue Bropxkennii B UCT/{H

OOHapyxeHue BTOPKEHUH JOIKHO 00ecrieunBaThes IyTEM UCIIOJIb30BaHUs B COCTa-
Be VICII/IH mporpaMMHBIX HJIH IPOTPAMMHO-AIMIAPATHBIX CPENICTB (CUCTEM) OOHA-
pyxxenust Bropxkenuii (COB).

Heob6xoaumo 00s13aTeIbHOE UCTIONB30BAHNE CHCTEMbI 00HAPYKEHUS CETEBbIX aTak,
UCIOJIb3YIOUIME CUTHATYPHbBIE METO/Ibl aHAJIN3a

Heob6xoaumMo 00s13aTeIbHOE UCTIONB30BAHUE CUCTEMBI OOHAPYKEHHUS CETEBBIX aTak,
MCIOJIb3YIONINE CUTHATYPHbIE METO/Ibl aHAJIM3a U METO/bI BISIBJICHUS aHOMAJIUN

VIl

3amura UCIT/Ir ot [IDMUH

Jlist 06paboTku nHpopManuu HeoOXoauMo ucnoiib3oBath CBT, ynosierBopsiromniue
TpeboBaHusAM cTaHAapToB Poccuiickoit deneparuu mo 3JeKTpOMarHUTHOM COBMeE-
CTUMOCTH, TI0 0€30TMTaCHOCTH ¥ Y)PTOHOMHUYECKUM TPEeOOBAaHUAM K CPEJICTBAM OTOO-
paskeHus WH(OPMAIIUH, IO CAHUTAPHBIM HOPMaM, MPEIbIBISIEMBIM K BUICO I C-
ieiiHeIM TepmuHaiam [I19BM (aanpumep, TOCT 29216 91, TOCT P 50948-2001,
I'OCT P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

Onenka cootBerctBus UCII/IH TpeboBanusm 6e3onacHoctH [1]]H

[TpoBectu 00s3aTeNbHYIO cepTU(UKALIUIO (aTTECTAIMIO) [0 TpeOoBaHUAM Oe3omac-
HOCTH MH(OpMaLUK;

JlexnapupoBaTh COOTBETCTBUE WM 00s3aTENbHYIO CEPTU(UKALINIO (ATTECTALIUIO) 1O
TpeboBaHUsIM Oe30macHoCTH MH(pOopMalnu (M0 PEHICHHUIO ONlepaTopa);

[Tpumeuanune: dns UCII/IH 4-ro kiacca nepeyeHb mMepornpusaTuil mo 3amute [1JH onpenensercs B 3aBUCHMOCTH OT yIiepOa, KOTOPBIA MOKET

OBITH HAaHECEH BCJICACTBUEC HECAHKIIMOHUPOBAHHOI'O WJIN HETIPECAHAMEPCHHOI'O JOCTYyIIAa K HJIH




[punoxenne 2. Yposuu 3anmmennoctd UCITIn (CornacHo HoBoMy noctanoBienuto [Ipasutenscrea PO ot 01.11.2012 N 1119 «O6 yTBepxaeHun
TpeOOBaHUH K 3alllUTe EPCOHATIBHBIX JAHHBIX MPH UX 00paboTKe B MH(OPMALMOHHBIX CHCTEMaX NEPCOHAIbHBIX JaHHBIX»).

V3.1 |V32 |V33 |V3 4
TpeboBanus k 3aumre [1/1H \ YpoBeHb 3amuiieHHOCTH

Opranuzanus pexuma odecriedeHns 6e30MacCHOCTH MOMEIICHUH, B KOTOPBIX pa3MelieHa HH(POpMaIMOHHAs CHU- + + + +
cTeMa, IPEMSITCTBYIOIIEr0 BO3MOXXHOCTH HEKOHTPOJIUPYEMOTO IIPOHUKHOBEHHUS MITH MTPEOBIBAaHUS B 9THX ITOMEIIIe-
HUSIX JIML, HE UMEIOIUX paBa J0CTYIa B 3TH OMEIICHUS.

ObecrnieueHre COXpaHHOCTH HOCUTENEH MePCOHAIbHBIX IAHHBIX. + + + +

YTBepxkaeHue pykopoguteneM onepartopa [1JIH qokyMeHTa, OnpeaessomIero nepeueHsp JInil, JOCTYN KOTOPBIX K + + + +
MIEPCOHATBHBIM JIaHHBIM, 00pabaThIBaeMbIM B HH()OPMAIIMOHHOW CUCTEME, HEOOXOIUM JIJISl BBITOJTHCHU ST UMU
CILy’keOHBIX (TPYIOBBIX) O0S3aHHOCTEH.
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Hcnonp3oBanue cpeicTB 3aIUTH MHPOPMALINH, IPOLISIIINX MTPOLEAYPY OIICHKH COOTBETCTBUS TpEOOBaHMSIM 3a- | + + + +
KoHozarenbcTBa Poccuiickoit denepanuu B 001actu obecnieueHus: 0e30nacHoCTH MHPOpMaIuy, B Cilyyae, Korjaa
IPUMEHEHHE TaKUX CPEAICTB HEOOXO0IMMO JUUIsl HEUTpaJIM3allui aKTyaJIbHbIX YTPO3.

Heo6xoauMocTh Ha3Hau€HMs! TOHKHOCTHOTO JIHlia (paOOTHHKA), OTBETCTBEHHOI'O 3a o0ecreueHne 0e30macHOCTH +
NEPCOHAIBHBIX JaHHBIX B UH(POPMAIIMIOHHON CUCTEME.

B03MOXHOCTB TOCTYIA K COAEPIKAHHUIO MIEKTPOHHOTO JKypHAIa COOOIEHUH HCKITIOUNTENBHO JUIS TOKHOCTHBIX +
a1 (paGOTHHUKOB) ONEPATOPa WM YIIOJIHOMOYEHHOTO JINI[A, KOTOPBIM CBEACHUSI, COAEpIKaIiecs B YKa3aHHOM
KypHase, He0OXOIUMBI JJIsl BBIITOJHEHHs CITY>KEOHBIX (TPYJOBbIX) 00s13aHHOCTEH.

ABTOMaTHUYECKas PETUCTPALIMSI B SJICKTPOHHOM KypHasie 0€30MacHOCTH U3MEHEHHsI IOJTHOMOYUH COTPYIHUKA +
oreparopa 1o JOCTYNy K MEPCOHAIBHBIM JaHHBIM, COACPKANTUMCS B UHPOPMAIIMOHHOMN CHCTEME.

Coznanue CTpyKTYPHOTO MOIpa3/IesieH s, OTBETCTBEHHOTO 3a o0ecrneueHne 0e30MacHOCTH MEPCOHANBHBIX TaHHBIX | +
B MH(POPMAITMOHHOM CHCTEME, TNOO0 BO3JIOKEHNE HA OJTHO U3 CTPYKTYPHBIX MOpa3AeIeHU QyHKITUI 10 o0ecre-
YEeHUIO TaKoW 6€30MacHOCTH.




